IIpunoxenue N2 2

NudopmaninoHHada maMATKA AJI9 00YJaIOIIUXCA I pa3MellleHua Ha
opunuaIbHbIX UHTEPHET-pecypcax

C xaabIM TOZIOM MOJIOZIE?KH B MHTEPHETE CTAHOBUTCA OOJIbIIIE, a IITKOJIBHUKY OJTHU U3
CaMbIX aKTUBHBIX NOJIb30BaTesiel PyHera. Mexay TeM, HOMHMO OIPOMHOTO KOJIMY€eCTBa
BO3MOJKHOCTEHM, MHTEpDHET HeceT W HpobJieMbl. JTa MaMATKA JOJKHA TOMOYbL Tebe
6e30macHO HAaXOAUTHCS B CETH.

KoMnbroTepHble BUPYChI

KoMnbpioTepHBII BUpPYC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTJIMUUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJSAETCA CIIOCOOHOCTh K pa3MHOMKEHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT MOBPEAUTh WU MOJHOCTBIO YHUYTOXKUTH BCE
daiiiel W AaHHBIE, MOJIKOHTPOJIbHBIE TIOJIB30BATENIO, OT HWMEHH KOTOpPOTro ObLia
3amyllleHa 3apakeHHas IporpaMMa, a TakKe IOBPEUTh WM JlaXKe YHUUYTOXKUTH
OTIEpPAIlMOHHYI0 CHCTEMY CO BceMH (aisiaMu B I[eJIOM. B OOJBIIMHCTBE CJIydaeB
pPaCIpOCTPAHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allTUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbIE OllepallnOHHbIE CHUCTEMbI, HMEIOIIE CepBESHBIfI YPOBEHDb
3allTUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. IlocTrossHHO ycTaHaBaWBai mautu (IU¢pOBbIe 3aIIaTKU, KOTOPbIe aBTOMAaTHYECKU
yCTaHABJIUBAIOTCA C IEJIbI0 JOpPaOOTKU IPOTPAMMBI) M Jpyrde OOHOBJIEHUS CBOEH
omepanuoHHOU cucTeMbl. CKauMBal UX TOJIBKO C OPUIIMAIHLHOTO caiTa pa3paboTumka
OC. Ecim cyIiecTByeT peKuM aBTOMaTHUeCKOr0 OOHOBJIEHH I, BKJIFOUH €T0;

3. PabGotaii Ha cBOEM KOMIIbBIOTEPE 11O/ ITpaBaMM I10JIb30BATEJIA, 4 HE aAMHUHHNCTPATOPA.
ITO He II03BOJIUT 6OJII>H.II/IHCTBy BPEAOHOCHBIX IIPOTPAMM HHCTAJVINPOBATHCA HA TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcionib3yii aHTUBUPYCHBIE IPOTPaMMHBIE ITPOTyKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHnYb PUBUUECKUU JOCTYI K KOMITBIOTEPY JIJIsI HOCTOPOHHUX JIHIT;

6. Vcniosip3yll BHeITHUE HOCUTENN WHQOpMaLY, Takue Kak (Jielika, AucK uin Qaia
13 UHTEPHEeTA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB,

7. He oTkpbIBail KOMIIbIOTEpHBIE (DA, TIOJIyIEHHbIE U3 HEHAJIEKHBIX HUCTOYHUKOB.
Jlaxke Te daiipl, KOTOpbIE IPUCIAT TBOM 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPaBJISI
Ji1 OH Tebe HX.

Cetu WI-FI

Wi-Fi - 9T0 He Buj nepefaun JAHHBIX, HE TEXHOJIOTHA, a BCETO JIMIIL OpeH/, MapKa.
Eme B 1991 romy HujepsiaHackas KoMnaHus 3aperucrpuponasna 6peny "WECA", uro
obo3Hauanmo cioBocoueranne "Wireless Fidelity", xortopslii mepeBoguTcsa Kak
"GecrpoBOIHASI TOUHOCTH '

Jlo Hamero BpeMeHHM Joluia JApyras ab0peBuaTypa, KOTopas fABJSETCA TaKOU Ke
TexHosiorueil. 9to abopeBuarypa "Wi-Fi". Takoe HazBaHue OBUIO JaHO C HAMEKOM Ha
CTaHAApPT BBICIIEW 3ByKOBou TexHwmku Hi-Fi, uTo B mepeBojie 03Ha4yaeT "BBICOKAsA
TOYHOCTD .



Jla, becIutaTHBIM MHTEPHET-AOCTYI B Kade, OTeIsAX U adPONOPTaxX ABJISAETCA OTINYHOU
BO3MOKHOCTBHIO BBIXOJIa B UHTepHeT. HO MHOTHMe 3KCHEPTBI CYHUTAIOT, YTO
obmeoctynasie Wi-Fi cetu He sIBaAIOTCA 6€30IMaCHBIMM.

CoBeTbl 10 6€30ITaCHOCTH pabOTHI B 00OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOI0 JIMuHYyI0 WHpoOpMAIuio depe3 obOmemoctymuble Wi-Fi certu.
PabGoras B HUX, JKeJIaTeJIbHO He BBOJUTD ITAPOJIU JOCTYIIA, JIOTUHBI M KaKWe-TO HOMEPa;

2. Vcrosib3yii 1 OOHOBJISI aHTHBUPYCHBIE IIPOTPAMMBbI 1 OpaHaMayep. TeM caMbIM ThI
obe3omnacuIlb cebs OT 3aKaYKH BUPyca Ha TBOE YCTPOKCTBO;

3. IIpu wucnonp3zoBanum Wi-Fi orkimoun ¢ysknuio "OOmwuit goctyn kK daiiam u
npuHTepam'. JlanHaa GyHKIUA B3aKpbITa II0 YMOJYAHUIO, OJHAKO HEKOTOPbIE
[I0JIb30BaTEIN aKTUBUPYIOT ee I y/I00CTBa UCIIOIb30BaHUsA B paboTe 1in yuebe;

4. He ucrionpayd myosaumuasii WI-FI i mepemaun JIMIHBIX JAHHBIX, HAIIPUMED JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIN B JIEKTPOHHYIO IIOUTY;

5. Mcrnonp3yi TOJIBKO 3aruilieHHoe coenuHeHue uepe3 HTTPS, a we HTTP, T.e. pu
Habope BeO-azpeca BBojM uMeHHO "https://";

6. B wmobOwibHOM Tenedone otwioun ¢yaknuio [logkmwouenue kK - Wi-Fi
aBromatnuecku'. He Jlommyckail aBTOMaTHYeCKOTO IMOAKIIOUEHHs YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COI.II/IaJII)HI)Ie cetTn

COI.II/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HaAIlly *KM3Hb, MHOT'HE JIIOAU pa60Ta10T U XKHUBYT
TaM IIOCTOAHHO, a B Facebook YXKe 3aperuCTpupoBad MUJUINAP/ Y€JI0BEK, UYTO ABJIAETCA
OI[HOfI CeI[I)MOI‘/Jl BCeX JKUTeJIeH IIaHeThbl. MHOrHe IO0JIb30BaTeJu He IIOHUMAIOT, 4TO
I/IH(I)OpMaIlI/IH, pasMeE€mieHHad HMMH B COIOHAJIbHBIX CETAX, MOZKET OBITHh Haﬁ[[eHa u
HCIIOJIb30BaHA KEM YyIroJJHO, B TOM YHCJI€ HE 00s3aTesIbHO ¢ OJIaruMH HaMepEeHUuAMMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CIHCOK Jpy3ed. Y TeOs B APYy3bsX HE JOJIDKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJIEN;

2. 3amuiai cBo YacTHYIO KU3Hb. He ykaspiBail maposiu, TesaedoHbl, ajipeca, JaTy
TBOETO POXJEHUA U JPYIyl0 JIMYHYIO HHQPOPMAUUIO. 3JIOyMBIIUIEHHUKHU MOTYT
HCIIOJIB30BaTh Jlake WH@OpPMAIUI0 O TOM, KaK Thl U TBOU POJUTENU IIAHUPYyETe
IIPOBECTU KAHUKYJIBI;

3. 3amumiai CBOI0 PEMYTAIHNIO - IEPIKU €€ B YMCTOTE U 3371aBail cebe BOIPOC: XOTeJT ObI
ThI, YTOOBI JPYTHE TOJIH30BATEIH BU/IEJIU, UYTO ThI 3arpyskaemrsb? [Tomgymaii, mpexe yem
YTO-TO OILyOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecsin THI TOBOPUIIB C JIIOJIBMU, KOTOPBIX He 3Haelllb, He UCIIOJIb3yH CBOe peayibHOe
UM ¥ IPYTYIO JINYHYI0 MHGOPMAIIN: UM, MECTO KUTEJIbCTBA, MECTO YIeObI U IIPOYeE;

5. 3beraii pazmenienus ¢ororpaduii B IHTepHETE, I7je Thl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIP€eJIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUAILHON CeTH HEOOXOIMMO HUCII0JIH30BATh CJI0KHBIE TTAPOJIH,
cocrosIye u3 6ykB 1 QP U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;



7. 1)1 conuaibHON CeTH, MOYTHI U APYTUX CAUTOB HEOOXOJIMMO HCIOJIb30BaTh Pa3HbIe
maposiu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBIIIIJIEHHUKY TIOJIyYaT JHOCTYI TOJIBKO K
OTHOMY MECTY, a He BO BCe Ccpaay.

AJIEKTPOHHBbIE IEHbI'A

DJIeKTPOHHbBIE JIEHBTU - 3TO OUeHb YAOOHBIN CIOCOO MyaTeXkel, OHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIyYUTh 3TH JIEHBI'H.

AJIEKTPOHHbBIE JIEHbI'H ITOSBUJINCH COBCEM HETABHO WU MMEHHO HM3-3a 3TOTO0 BO MHOTHX
rocy/apcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (GYHKIMOHHPYIOT U O HHUX YK€ IPOIHCAHO B 3aKOHE, IIe HX
pasesIsAioT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIA B TOM, YTO
AaHOHHMMHBIE - 3TO Te€, B KOTOPBIX paspeliaercss IMPOBOAUTH omepanuu 0Oe3
uIeHTUUKAIUN TI0JIb30BaTe/IA, a B HEAHOHHMHBIX HUAEHTU(GUKAIUA I10JIh30BATENS
ABJIAETCS 003aTeIbHOM.

Taxxe cJIeayeT pa3jindaTrb 9JIEKTPOHHBIE (I)I/IaTHbIe A€HbI'd (paBHbI rocyaapCTBEHHBbIM
BaJIIOTaM) " SJIEKTPOHHbIE He(l)I/IaTHI)Ie AE€HbI' (He PaBHBI TOCYyAapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 0 OE30MacHON paboTe ¢ JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBs>KM K cueTy MOOWJIBHBIN TesiepOoH. ATO caMbIil yOOHBINA U OBICTPBIN CIIOCOO
BOCCTAHOBHTb JIOCTYM K cuery. [IpuBsA3aHHBINA TesieDOH IIOMOKET, eCIU 3a0y/IeIb CBOH
IUTATEXKHBIHA IMapOoJTh UJTH 3aIelTh HAa CAT ¢ HE3HAKOMOTO YCTPOHCTBA;

2. VMcnosp3y# ofiHOpa3oBble maposu. [lociie mepexosa Ha yCHJIEHHYIO aBTOPHU3AIUIO
Tebe y:ke He Oy/IeT yrpoKaTh OMIaCHOCTH KPayKH MJIH IepexBaTa IIATEKHOTO apoJis;

3. Beibepu cyiokHBIN mMaposib. IIpecTymHUKaM OyZeT He IMPOCTO YraZaTh CJIOXKHBIN
nmapoJib. HajieskHble maposid - 3TO MapoJik, KOTOPhIE COZEP KAaT He MeHee 8 3HAaKOB U
BKJIFOUAIOT B ceOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JoJutapa, GyHTa, BOCKINIATEIbHBIN 3HaK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM CBOM JIMUHBIE JJTAaHHbBIE HA caﬁTax, KOTOPBIM HE A0BEPAECIIDb.

AJIEKTPOHHAA MOYTa

DJIeKTPOHHAA MOUTA - 3TO TeXHOJIOTUS U IIPe0CTaBsAeMble €10 YCJIYTU 10 IepechlIKe 1
MOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOPbIE PACIPEENAIOTCS B KOMIIBIOTEPHOMN
cetu. OOBIYHO JJIEKTPOHHBIA IOYTOBBIN AWK BBIMJIAIUT CIEAYIOIUM 00pa3oMm:
MMs_TI0JIb30BaTeIA@uUMA_JIoMeHa. Tak:ke KpoMe IepeZilauul IPOCTOTO TEKCTa, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (ailsbl.

OCHOBHBIE COBETHI IO OE30MMACHON PAbOTe C BJIEKTPOHHOU ITOYTOM:

1. Hayto BeIOpaTh MpaBUIIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
GecrnyIaTHBIX IIOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEPATHh TeM, KOTO 3Haelllb U KTO
IIePBbHIN B PEUTHHTE;

2. He ykaspiBail B IMYHOU MOUTe JUUHYI0 nHPopManuo. Hanpumep, jyuliie BHIOpaTh
"My3bIKaJIbHBIN__(paHaT@" wiu "pok2013" BMecTo "Temals";

3. Mcosib3y#l ABYX3TAITHYI0 aBTOPHU3AIUI0. DTO KOT/[a IOMUMO MapoJisi Hy>KHO BBOJUTH
KO/JI, pUchlIaeMbIid 1o SMS;



4. Bpibepu CyIOKHBIN maposib. JIJIA KaskAOTO MOYTOBOTO SAIUKA JIOJDKEH OBITH CBOM
HaJIe>KHBIN, YCTOMUUBBIN K B3JIOMY [1apOJIb;

5. Eciim ecTh BO3MOXKHOCTh HAIKCAaTh CAMOMY CBOM JIMUHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnosb3yll HECKOJIBKO IOYTOBBIX AIMMMUKOB. [lepBBIN /1j14 YACTHOM NEpPEenuCKU ¢
aJipecaTaMu, KOTOPBIM ThI JJOBepseNlb. TO 3JIEKTPOHHBIN aJipec He HaJl0 UCIO0JIb30BaTh
IIpY perucTpanuu Ha ¢popymMax U cauTax;

7. He oTkpbiBail ailyibl U JIpyrue BJAOXKEHUsA B IMHUCHbMAaX, JIaKe €CJIM OHU HPUIIIA OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (DanIbl;

8. Ilocse oxoHUaHWsA pabOTHI Ha IMMOYTOBOM CEPBUCE TEpe], 3aKPBITUEM BKJIAJKHU C
caiitoMm He 3a0y/1b HaXKaTh HA "BeritTu'".

Ku6epOy/LTMHT NI BUPTYyaJIbHOE U3/1€BATEIHCTBO

KI/I6ep6y.7UII/IHI‘ - IIpecijiegoBaHHUE COO6III€HI/IHMI/I, coaepXamurumMu OCKOp6JIeHI/IH,
arpecCuro, 3allyruBaHHE; XYJIMTaHCTBO; COIIWMAJIbHOE 60ﬁKOTHpOBaHHe C IIOMOIIBIO
Pa3JIMYHbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPBHOE ¢ KNOEPOYTUHTOM

1. He Gpocaiica B 6oii. Jlyumuii criocob: mocoBeTOBaThCS Kak ceOs BECTH U, €CJIU HET
TOTO, K KOMY MOKHO 0OpaTUThCSI, TO BHaYaJIe YCIIOKOUThCA. EC/IU ThI HAUHEIIh OTBEYATh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIBKO ellfe OOJIBIIE PA30XKIKEITb KOH(PIIUKT;

2. YrpaBJisii cBoed KuOeppeIyTamyeii;

3. AHOHUMHOCTb B CE€TH MHUMAas. CYH.IeCTBYIOT CITI0COOBI BBIACHUTBL, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTH XyJIMTAaHCKUN 00pa3 BUPTYaAJIbHOU *KU3HU. MIHTepHET DUKCUDYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YJAJIUTD UX OyZIET KpaiiHe 3aTpyAHUTEIHHO;

5. ColOut0/1a#1 CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyil enmHUYHBIN HeratuB. OAHOPA30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIydiiie UTHOpupoBaTh. OOBIYHO arpeccus IMpeKpamaeTcs Ha Ha4aJIbHOU CTa/INY;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIIEHUSIMHU, B COITUAIBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKHUPOBKY OTIIPABKU COOOIIEHUH C OIIpe/IeJIEHHBIX aJ[PECOB;

8. Ecmu Tl cBuzerenp kubOepOysuinHra. TBOM IeWCTBUSA: BBICTYIIUTH IPOTHUB
IpecjieJioBaTesisd, IIOKa3aTh €My, 4YTO €ro JeWCTBUS OIeHUBAIOTCA HETaTUBHO,
MIO/IJIEPKATH KEPTBY, KOTOPOH HY?KHA IICUXO0JIOTHYECKAS TIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢aKTe arpecCUBHOIO IIOBEJIEHUS B CETU.

Moo6wibHBIN Tes1edOoH

CoBpemenHble cMapTdOHBl U IUIAHIIETHl CcOZiep>KaT B cebe BIOJHE B3POCJIBIN
dyHKIVOHAK, W Temepb OHU MOILYT KOHKYpUPOBaThb CO CTallMOHAPHBIMU
KoMIIbloTepamMu. OJTHAKO, CPE/ICTB 3AITUTHI JJ1 MTOA00HBIX YCTPOMCTB IOKA OUEHb MaJIO.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJAUT He TaK MHTEHCHUBHO, KaK JJIfd
ITK, To ke camoe KacaeTcs U MOOUJIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIe MOOWJIbHBIE Opay3epbl y:Ke IPaKTUYeCKd JIOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiiupeHne QyHKITMOHAIA BeUeT 32 COOOU OOJIBIIYIO CIIOKHOCTD U
MEHBIITYIO 3aIHUIIEHHOCTD.

Jlajsieko He BCe IIPOM3BOIUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIAE KPUTUIECKIUE
YA3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

Hwuuero He siByIsIeTCA MO-HaACTOAIEMY OecriaTHBIM. Byab ocToposkeH, BeZlb Korya Tebe
IpeajiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Hdywmaii, npexje yem orunpaBuTb SMS, ¢oTo uau Buzeo. Thl TOYHO 3HAEIIb, IJle OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapTQOHa;
Hcnonb3yli aHTUBUPYCHBIE IIPOTPAMMGBI JIJ1sI MOOHMJIBHBIX Te€JIE(DOHOB;

He sarpy)lcal‘/’l IIPUJIOKEHUA OT HEM3BECTHOI'O MCTOYHHKA, BEAb OHU MOIYT COAECPKATb
BPEAOHOCHOE IIPOIrpaMMHO€ O6€CH€‘I€HH€;

ITocsie TOro Kak ThI BBIAJIEIIb C caliTa, IZle BBOAMJI JIMUHYI0 HH(MOPMAIHIO, 3alI1 B
HacCTpOUKHU Opaysepa u yaaiu cookies;

[Tepuoauuecku MPoOBepsiii, KaKKe IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;
JTaBaii cBOi HOMep MOOHJIBHOTO TeieOHA TOTBKO JIFOZSM, KOTOPBIX ThI 3HAEIIh U KOMY
JTOBEPSIEIIIb;

Bluetooth moskeH OBITH BBIKJIIOUEH, KOTZa Thl UM He TMOJb3yelibcs. He 3a0biBaii
HWHOT/Ia IPOBEPSTH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 35TO KpAaCOYHble, 3axXBaThIBAIOL[UE pa3BJIeUeHUd],
00BEUHAIONIYE COTHH THICAY UeJIOBEK 110 BceMy MUpy. VIrpoKU UCCIeAyIOT TaHHBIN UM
MHUD, OOIIAIOTCA JAPYT C JAPYrOM, BBHITIOJHAIOT 33J]JaHHsA, CPAXKAIOTCS ¢ MOHCTPAMHU U
IIOJIy4alOT ONBIT. 3a YAOBOJBCTBUE OHU IUIATAT: IIOKYHAKT JIUCK, OIIAYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcTBa uAyT Ha MOAJEepKaHUMe M Ppa3BUTHE WUIPHI, a TakKe Ha camy
6e301acHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI AaBTOPU3AIMH, BBIITyCKAIOTCA HOBbIE MATYU
(mudpoBeIe 3aIUIATKH JJ1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE€ CTOJIBKO CBOHUX COIIEPHHUKOB, CKOJIBKO Kpa*Ku
TBOE€T0 I1apOJid, HAa KOTOPOM OCHOBaHa CHUCTEMAa aBTOpHU3allNA OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MMACHOCTU TBOETO UTPOBOTO AKKAYHTA:
1. Ectu ipyroil urpok BezieT cebs II0X0 WM CO34aeT Tebe HEMMPUATHOCTH, 3a0JIOKUPYH
€ro B CIICKe UTPOKOB;

2. [loxkamyiici aJMUHHCTpATOpaM WUIrpPbl Ha IUIOXO€ IIOBEJleHHE 35TOr0 UIPOKa,
JKeJIaTeJIbHO IMIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BUle CKPUHOB,;

3. He yxa3piBaii imuHy1o uHGOpMaIMio B mpodaiise urpsi;



4. YBaXKa"l IpyTUX yUYaCTHUKOB II0 UTPE;
5. He ycranaBimBai HeouIiraabHble TATIYA U MOJIBI;
6. Vlcrionb3yii c10°KHbBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTPbl He CTOUT OTKJIIOYATh aHTUBHpYC. [loka THI urpaeiib, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

PUuIMHT NI Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpaskell JeHer U JOKYMEHTOB CErofHs y»Ke HHUKOrO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMATHCS "JTIOOMMBIM"' JTEJIOM.

Tak mosBuIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WX QUIIUHT, TJIaBHASA IeThb
KOTOPOTO COCTOUT B TMOJIyUeHUW KOH(QHUIEHIIUATbHBIX JAaHHBIX I10JIb30BaTENIed -
JIOTMHOB ¥ mapoJiei. Ha anrmuiickom s3bike phishing ynraercs kak ¢ummHr (ot fishing
- ppIOHAs JI0BJIA, password - MapoJb).

OcCHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOHUM AaKKayHTOM. Ecau ThI Imoao3peBacilb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOﬂI/IMO 3a6JIOKI/IpOBaTb ee u COO6IIII/ITI) AIMHUHHCTPpAaTOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Hcmonb3yih Oe3somacHble BeO-CAalThI, B TOM 4YHCJIe, HWHTEPHET-Mara3uHOB U
MMOMCKOBBIX CHCTEM;

3. Mcnonb3yii ciiokHbIe U pa3Hble mapoyu. TakuMm oOpa3om, ecyiu TeOs B3JI0MAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO
BCEM;

4. Eciu Tebs B3JIOMaJI, TO HeO6XOILI/IMO IpeaynpeauTb BCEX CBOHX 3HAKOMBIX,
KOTOpbIE ]_'[06aBJ'IeHI>I y TeOs B APYy3bAX, O TOM, UTO TeOsI B3JIOMAaJIn 1, BOBMO>XHO, OT
TBOETO NHMEHH 6YZL6T paccbliaTbCA CIIaM U CCbIVIKHU Ha (1)I/II_III/IHI‘OBI>Ie CafITbI;

5. YcraHoBY HajieskHbIM n1aposib (PIN) Ha MOOMIBHBIN TeedOH;
6. OTKJIIOUU cOXpaHeHHe MapoJis B Opaysepe;

7. He oTkpbIBall (paiiyibl U JIpyrue BIIOKEHUs B MHIChMAX, JaXKe €CIU OHU MPUIIUIU OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISIIIN JIU OHU Tebe 5Th pantIbl.

MudposBasa penmyranusa

[udposas pemyranus - 3T0 HeraTUBHAS WM IO3UTUBHAs HH(POPMAIUA B CETU O Tebe.
Kommnpomerupymwomas nHbopMarus, pa3MelleHHass B UHTEPHETE, MOXKET CEPhe3HBIM
00pa3oM OTpa3UThCSA HA TBOEH peasbHOU ku3HU. 'ludpoBas pemyranus” - 3TO TBOU
UMUK, KOTOPBIN dhopMupyercs u3 nHbopManuu o Tebe B MHTEPHETE.

TBoe MecTO JKHTENbCTBa, yd4eObl, TBOe (HUHAHCOBOE IIOJIOJKEHUE, OCOOEHHOCTHU
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.

MHor1e TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIINY JINYHOU HHPOPMAITUH B
HNuTepHeTe, HE MOHUMASA BO3MOKHBIX TOCIIEICTBUM. ThI Jaske HE CMOJKEIh T0TaIaThCs
0 ToM, uTO poTtorpadus, padMeIeHHas 5 JIET Ha3aJl, CTajla MPUINHON OTKa3a MPUHATH
Tebs Ha paboTy.



KomMmeHnTapuu, pasmeleHue TBoux ¢ortorpaduil u Apyrue JeUCTBUS MOTYT He
HCUE3HYTh Jla’Ke IOCjIe TOTO, KaK Thl UX yJIHIIb. Thl He 3HaEIlb, KTO COXPAHUJI 3Ty
nHbopManuio, momajga JU OHA B IIOMCKOBBIE CHUCTEMBI M COXpAaHWJIACh JIM OHA, a
IJIaBHOE: YTO IOAYyMaioT O Tebe OKpY»Kawllue JIOAU, KOTOpble HalAyT U YBUAAT 3TO.
Haiitu mHGOpMAaINI0 MHOTO JIET CILyCTs CMOKET JII000M - KaK U3 JIOOPBIX OOy KIAEHUH,
TaK ¥ C HaMepeHHeM IPUUNHUTH Bpel. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3a1uTe IU(GPOBON pemyTalum:

1. [Togymaii, mpexze 4emM 4TO-TO ITyOJIMKOBAaTh U MepelaBaTh y cebs B Ojiore WId B
COITMAJILHOM CETH;

2. B HacTpotikax mpoduis yCTaHOBU OTPAHUYEHUS HA IIPOCMOTP TBOETO MPODUJIS U €T0
COJIEP>KUMOTO, C/IeJIal €0 TOJIBKO "I Apy3eit’”;

3. He pazmeraii 1 He ykasbiBail HH(POPMAIHIO, KOTOPasi MOXKET KOT0-JTH00 OCKOPOJISIThH
WJIA OOM2KAaTh.

ABTOpCKOE IpaBo

CoBpemMeHHbIEe IIKOJbHUKHN - AKTHUBHBIE II0JIb30BaTeINd LHU(PPOBOrO MNPOCTPAHCTBA.
OpHako Jajieko He BCe 3HAIOT, YTO II0JIb30BAaHHWE MHOTMMU BO3MOXKHOCTAMU
1udpoBoro Mupa Tpebyer cobJII0/IeHus ITPaB HA UHTEJUIEKTYJTbHYI0 COOCTBEHHOCTbD.

TepMmuH "UHTeJUIEKTyaJIbHasg COOCTBEHHOCTh' OTHOCHUTCS K Pa3IUYHBIM TBOPEHHUSIM
YeJIOBEUECKOTO yMa, HauMHAsg C HOBBIX H300peTeHWH U 3HAKOB, 0003HAYaIOIINX
cOOCTBEHHOCTh Ha IPOAYKTHI U YCJYyTH, U 3aKaHUYWBas KHHUTaMu, (oTrorpadusamu,
KUHODUIbMaMH 1 My3bIKAJIbHBIMU ITPOU3BENEHUSIMH.

ABTOpCKHE TTpaBa - 3TO IpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTD Ha IIPOU3BEEHHUS
HAyKH, JJUTEPATypbl U UCKYCCTBAa. ABTOPCKHE MPaBa BBICTYIIAIOT B KAUYeCTBE FapaHTUU
TOTO, UTO UHTEJUIEKTYIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/ieT HallpACHBIM, JIACT MY
CIIpaBe//ITUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaxXx CBOEro TPy/Aa, IOJIYYUTH
HM3BECTHOCTH U Npu3HaHue. HuKTo 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BO/IUTH
€ro IpOU3BeJleHHe, PACIPOCTPAHATh, IIYOJUYHO JEMOHCTPUPOBATh, IIPO/JABaTh,
MMIIOPTUPOBATh, IyCKaTh B MPOKAT, MyOJUYHO HCIOJIHATD, IOKAa3bIBaTh/UCIIOJIHATH B
a¢dupe win pazmemaTs B VIHTEpHETE.

Hcnosib3oBanue "mMUpaTckoro" IMPOrpaMMHOTO obeclieueHUs] MOKET IPUBECTH K
MHOTMM PHCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPDOBKH TBOETO
YCTPOICTBA, I7ie YCTaHOBJIEHA HeJlerayibHasA mporpaMmMa. He cTOUT Takke 3a6bIBaTh, YTO
CYILIECTBYIOT JIeTaJIbHBIE U OeCIUIaTHbIE IIPOTPAMMBI, KOTOPbIE MOKHO HAHUTHU B CETH.

O nmopraie

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HATh O
6e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM fA3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUUECKOM CUTyalUd OOpaTUTBhCA 3a COBETOM. A TakKe IPHUHATH ydacTue B
KOHKYPCaxX U CTaTh CaMbIM ITU(POBBIM IPAKJAHUHOM !



