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O manpassienuu nHPOpMaAITUU

JlenapTaMeHT ToOCyZJapCTBEHHOM IOJUTUKU B cdepe obuero obpasoBaHUA
MwunobOpHayku Poccum HampapisieT AjA cBefleHHs paspaboTaHHble BpemeHHOM
komuccueli CoBera ®enepanuu 10 pa3BUTUI0 HUHOOPMAIOHHOTO OOIecTBa
METOJAVYECKHEe DPEKOMEHJAIMU O pasMelleHUW Ha WHQOPMAIWMOHHBIX CTEHIAaX
oQUIUANBbHBIX  WHTEPHET-CAUTaX U X  MHQPOPMAIIMOHHBIX ecypcax

00111e00pa30BaTEeIbHBIX OPTaHU3AIMH W OPraHOB, OCYIIECTBJIAIOIINX VIPABIECHHE B
chepe obpaszoBanus, nHGOpMAIUK 0 6€30ITACHOM ITOBEJIEHUU U WCIOJIb30BAHUU CETH
"NurepHet".

HJupekrop [enapramenrta
A.E.IleTrpos
IIpuinoxenue

MeToanuyecKne peKOMEH AU O Ppa3MenleHHH Ha HH(OPMAITMOHHBIX
cTreHAax, opUINATbHBIX HHTEPHET-CAUTAaX U APYruX HHMPOPMaAIIHOHHBIX
pecypcax o01eo0pa3zoBareJIbHbIX OPraHU3AaIU U OPTaHOB,
OCYUIIECTBJIAIOIINX yIIpaBjaeHue B chepe oopazoBaHuss, MTHPOPMAINH O
0€e30MmacHOM IIOBEeJAEeHUH U NCIoJIb30BaHnu ceTd "HTepHET"

IkcrepraMu U wieHamMu Bpemennoit komuccuu CoBera denepaliiii MO Pa3BUTHIO
MHGOPMAIIHOHHOTO 00IIeCTBa B paMKaX BBIMIOJIHEHUS] PEKOMEHAAINN TapIaMeHTCKUX
CAyLIaHUH "AKTyaJbHbBIE BOIPOCHI obeciieueHHsI 0e30IacCHOCTH W Pa3BUTHA JETEH B
MHOOPMAIIHOHHOM IpocTpaHcTBe", Kotophle npouutd B Copete demepanuu 17 anpess
2017 T., ObUIM paszpaboTaHbl METOAHUYECKHE PEKOMEHJAIMM O pa3MelleHHd Ha
MHQOPMAIIMOHHBIX  CTeHAaX, OQHUIMAIbHBIX  HHTEpPHET-caliTax M  JAPYIUX
MHOPMAIIHOHHBIX pecypcax o001eo0pa3oBaTeIbHBIX OpPraHU3aliii M OpPraHoB,
OCYIIECTBJISIONINX yIIpaBjeHne B cdepe obpaszoBanus, nHopMaiuu o 6e30I1acHOM
IIOBEJEHUU M HCIOJb30BaHUU ceTu 'VHTepHer" (masee - MeTOAMYECKUE
PEKOMEH/IAIINH).

Meronnueckre peKOMEHJAIMY HANpaBJeHbl HA KayeCTBEHHOE IOBBIIIEHUE YPOBHS
WH(POPMAIMOHHOM NIeSTEIBHOCTH 00IIe00pa30oBaTeIbHbIX OpraHU3alMid U OPTaHOB,
OCYIIECTBJISIIONINX yIpaBjieHue B cdepe obOpa3oBaHUs, B YacTH HHOOPMHUPOBAHUS
yJaIuxcs, UX pojiuTeseld (3aKOHHBIX MPe/ICTABUTEJIEN) U IIearOTHYECKUX PAOOTHUKOB
00 OCHOBHBIX acIleKTax HH(POPMAIMOHHON 6€30ITacHOCTH.

MeToiuecke peKOMeHJAlMU II03BOJIAT 001e00pa30oBaTeIbHBIM OpPraHU3alUuAM U
OopraHaM, OCYIIeCTBJIAIOIINM yIpaByeHue B chepe 00pa3oBaHus, aKTyaIU3UPOBATH yKe
HCIIOJIb3yeMble U pa3MellleHHble MHGOPMAIlMOHHBIe MaTEPHUAJIbI, TAK U MOJITOTOBUTD UX
B CJIy4yae UX OTCYTCTBHUSA C yUeTOM JIyUIINX IPAKTUK U PeKOMeH/Ialuii.

B pamkax meToiuecKuX peKOMeHalluii pacCMaTPUBAIOTCA CJIEIYIONE UHCTPYMEHTHI:

1. ”HQOPMAIMOHHbBIE CTEH/bI;

2. opuruasbHble NHTEPHET-PECYPCHI;

3. cpezictBa MaccoBou MH@OpMaIuu (IIIKOJIbHBIE Ta3€Thl, Ie/larOTUUYECKNe U3JaHUuSA U
ApyrHe).
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NHdopMaLMOHHbIE CTEHbI

Ha wundopmanmoHHBIX cTeHZax B  00Ie0Opa3oBaTeNbHBIX  OpPraHU3AIUAX,
PaCIOIOKEHHBIX B (oiie yupek/IeHnH U B KaOWHeTaX, OCHAIIEHHBIX II€PCOHAIBHBIMU
yCTpoWicTBaMHM /IJI1 BBIXOAA B ceTh ' HTepHeT', peKOMeHJlyeTcsi Pa3MeCTHUTh
“HDOpMAIIMOHHbIE TAMATKH, COJiep:Kalllié OCHOBHBIE COBETHI II0 0ObecleueHuIo
MHPOPMAIMOHHOU 6€30TIaCHOCTH YUaIINXCS.

B IIPpUJIOKEHNU N N9 1 ¥k METOINYECKUM PEKOMEHAANTNAM IIPEACTaBICH O6p&3€l_l IIaMATKHN
JJIA pasMEIIEHUA Ha I/IH(I)OpMa]_II/IOHHbIX CcTeHaax.

CpencTtBa maccoBou nHgpopmaumm

B cpencrBax maccoBoit wuHGpOpPMAIUM, OPHEHTHPOBAHHBIX Ha OOyJaIOIINXCH,
PEKOMEH/IyeTCs B TeUeHHEe YueOHOTO0 Tofja PETy/IAPHO MyOIMKoBaTh HHGOPMAIUOHHBIE
MaTepHaJIbl, IOCBSAIIEHHBIE OTAEIBHBIM aclieKTaM WHQOPMAINOHHONU 0e301acHOCTH, a
TaK’Ke Pa3INYHbIE MAMITKH O0IIero XxapakTepa.

B cpexctBax MaccoBoil uHQOpManuu, OPHUEHTHPOBAHHBIX HAa IEeAAarOTHYECKYI0
00IIleCTBEHHOCTh, PEKOMEHJYeTCsI B TeueHHe KaJIeHJJAPDHOTO Toja PEeryJsapHO
my0OinKoBaTh MHGOPMAIMOHHBIE MaTepHUaJIbl, TOCBAIIEHHBIE OTAEJIBHBIM acIeKTaM
MHDOPMAIIMOHHOU 6e30macHOCTH KakK HECOBEPIIIEHHOJIETHHX, TaK u
0011e00pa3oBaTeIbHBIX OpPTaHU3AIMH, a TakXKe pas3JIngHble TaMATKH, 0030pbI
HOPMATHUBHO-IIPABOBOTO  PETYJIMPOBAHUS JIaHHOH cdepbl u UHPOPMAIUIO O
aKTyaJIbHBIX MEPOTIIPUATHUAX U COOBITUSAX B JAHHOU cdepe.

B xome mnposenenuss EmguHoro ypoka 1o Oe3omacHocTh B cetu 'VIHTepHeT"
PEKOMEH/IyeTCSI O0ECIeUYNTh BBIMMYCK TEMAaTUUECKOTO BBIMTyCKA CPEACTBAa MAacCOBOK
nHGOpMAaIUU JUO60 CepUU MyOJTUKAINH, CPEAN KOTOPBIX PACCMOTPETh OPTaHU30BaHHbIE
MEepOIPUATUS JJIA OOy4aIlolUXcs, UX poauTesed (3aKOHHBIX IIpeICTaBUTENEH) U
Ie/[aTOTUYECKOU 0OIIeCTBEHHOCTH.

OduumanbHble MHTEpHET-pecypChl

O61ie0o6pa3oBaTeIbHBIM OPTaHU3AIUAM PEKOMEHAYeTCsl Ha CBOMX O(MUIIUATIBHBIX
HHTepHeT-pecypcax  obecrieduTh  (GYHKIMOHHPOBAHUE  CAMOCTOATEJIBHOTO |
CIenuaJu3upoOBaHHOTO paszaena HMHdopmaruoHHass 0e30MacHOCTh', B paMKax
KOTOPOTO IIPEAYCMOTPETh pa3MellleHHe CIIeYIoIIed nHGOPMAaIlUH:

®opmar
N Paznen/nonpaznen IIPEACTABIICHUS Conepxanue MaTepuagoB
MaTepUaJIOB

Pa3memarorcss KonuM TOKyMEHTOB, T.€.
CKaHMPOBAHHbIM BapHAHT JOKYyMEHTAa,
COOTBETCTBYIOLIMI  TpeOOBaHUSIM K

JlokanbHBIE
HOPMaTHBHBIC aKThl B
1 chepe  obOecrneuenus: | Komun AOKyMEHTOB B

. *PDF napameTpam CKaHMPOBAHUSI.
HH(OPMAIMOHHOM

5 (bopmanonHo (bopmare Pasmemarorest JOKYMEHTBI,
C30TACHOCTH pErIaMEHTHPYIOIINE OPTaHU3aIHI0 |
oOyuaronuxcs

paboTy ¢ MEepCOHANbHBIMU JIaHHBIMHU,
TUTaHBl MEPOTPUATHI 1O 00ECTIEYeHUIO



https://vip.1obraz.ru/#/document/99/557521968/XA00M3A2MS/

UH(POPMALMOHHOM 0e30macHOCTH
00yJaronmxcs 1 Apyrue.

[1yOnuKyrOTCSl aKTyaabHbIE CBEICHUS O
denepanbHbIX u PETHOHAIIBHBIX
3aKOHaX, MUCbMax OpPraHOB BJACTU H

apyrue HOPMAaTUBHO-TIPABOBBIE
JIOKYMEHTHI, periaMeHTHpYIoIne
2 Hopmarusnoe Konun noxymeHtoB B | obecrieueHue UH(POPMALTMOHHOM
" | perynupoBaHue dopmare *PDF 0€301MaCHOCTH  HECOBEPILICHHOJIETHUX.
Homnyckaercs BMECTO KOTIH1
pa3mMenaTh TUIIEPCCHUIKH Ha
COOTBETCTBYIOIIME  JOKYMEHTHl  Ha
calTax OpraHoB TOCYJapCTBEHHOH
BJIACTH.
Pa3smemarorcs METOTUUECKHE
Texct Ha cTpaHHIe | PEKOMEHAAINN u YKa3bIBaeTCs
Iearornieckum caiita uHpopManus 0 MEpPOTPUATHSX,
3. MPOEKTax 17§ porpaMMax,
padoTHIKaM Komnu 1OKyMEHTOB B | HampaBIeHHBIX Ha MOBEIIIECHNUE
¢dopmare *PDF UH(POPMALMOHHOM IPaMOTHOCTH

neaarorutdeCKux pa6OTHI/IKOB.

Pasmemaercs uHpopmaImoHHas
namstka (mpuiokenue Ne 2) wm
Ka3bIBAETCS uHpopManus 0
Tekct Ha cTpaHulE y (bopman
4. | OGyyaromumcs caiita MEPOIPHUSTHSIX, pOEKTax U
porpaMmax, HalpaBJICHHBIX  Ha
MOBBILICHHE UHGOPMAITMOHHOM
rPaMOTHOCTH OOYYaIOIINXCS.
Ponurensim (3akOHHBIM
Texct Ha crpanuue | Pa3memiaercs uH(pOpMallMOHHAS
5. | mpencTaBuTENAM) .
cairta namsTka (npuiokenne Ne 3).

oOyuaronuxcs

Pa3smemaercs uHbopmMarus 0
PEKOMEHIYEMbIX K HCIOJIb30BAaHUIO B
yueOHOM nporiecce 0e301aCcHBIX
caiiTax, OaHHEpHI 0€30MaCHBIX ETCKUX
CalToB.

Jlerckue ©Oe3omacHbie | TekcTr Ha  cTpaHUIE
CaMNTHI caurta

OpraHam, OCYIIECTBJIAIONINM yIIpaBjieHHe B cepe oOpa3oBaHUs, PEKOMEH/IyeTCs Ha
cBoux odunuanbHblx  VHTepHeT-pecypcax  obecnieuuTh  (GYHKIIMOHUPOBAHUE
CaMOCTOATEJIBHOTO W CHENUAIN3UPOBAHHOTO  paszzena  "VHbopmarmoHHas
6e30macHOCTh', B paMKaX KOTOPOTO IPelyCMOTPETh pa3MellleHue Ccieyollei
nHpoOpManuu:
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IIpunoxenne N° 1

ITamaTKa 11 00yJYarImuxca 00 nHGOPMAIMOHHON 6€30IaCHOCTH JieTen

HEJIb34

1. Bcem moaps coo0IiaTh CBOO YacTHYI0 WHopManuoo (Hactosiue UM, paMuinio,
TesieOH, aZipec, HOMeP IIKOJIbI, a TakKe ¢poTorpaduu CBOU, CBOEH CEMbU U Apy3€ii);

2. OTKpBIBATh BJIOKEHHBIE (palJIBl 3JEKTPOHHOM IIOYTHI, KOTJla He 3Haelllb
OTIIpABUTEJIS;

3. ['pybuTsh, IpuaUpaThCA, OKA3bIBATh AABJIEHUE - BECTU €051 HEBEKIIUBO U aTPECCUBHO;

4. He pacmopspkaiicsi JleHbraMu TBOeU ceMbu 0e3 pas3pelleHusl CTapIInX - BCETza
CIIpaIIuBall pOANTEJIEN;

5. He BcTpeuaiicsi ¢ VHTepHET-3HAKOMBIMU B PEAJbHOU KU3HHU - IIOCOBETYMCA CO
B3POCJIBIM, KOTOPOMY /I0BEPSI€lllb.

OCTOPOXKHO

1. He Bce mumyT mpaBay. Yuraems o cebe Henpasay B MHTepHeTe - coobiu 06 3ToOM
CBOUM POJIUTEJISIM WJIH OTIEKyHaM;

2. [IpuryamaroT IepenuchiBaThCs, UTPATh, 0OMEHUBATHCS - IIPOBEPD, HET JIN TIO/IBOXA;
3. HezakonHoe konrmpoBaHue ¢aiiyioB B IHTepHETE - BOPOBCTBO;
4. Bcerpma pacckasbiBail B3pOCJIBIM O IpobJieMax B CETH - OHH BCET/Ia IIOMOTYT;

5. HCHOJ’IBSYﬁ HaCTpOﬁKH 06e30MacHOCTH U IIPpUBAaTHOCTH, yTOOBI HE IIOTEPATb CBOHU
AKKAYHTBI B COLICETAX U APYTUX ITIOpTajIax.

MOXKHO

1. YBakall Ipyrux IoJIb30BaTese;

2. [Tosp3yenibess UHTEPHET-UCTOUHUKOM - JleJIall CChIIIKY Ha HETO;
3. OTKpBIBall TOJIBKO T€ CChUIKH, B KOTOPBIX YBEPEH;

4. O0mAThCA 32 TOMOIIBIO B3POCJIBIM - POJIUTENH, OIEKYHBI U aIMHHHCTPAIIUA CAalTOB
BCer/ia IIOMOTYT;

5. Ilpoiimu oOyuenue Ha caWte "CeTeBHYOK' H TOJYYM TMACIOPT IH(PPOBOTO
rpakgaHuHal



IIpunoxenue N2 2

NudopmaninoHHada maMATKA AJI9 00YJaIOIIUXCA I pa3MellleHua Ha
opunuaIbHbIX UHTEPHET-pecypcax

C xaabIM TOZIOM MOJIOZIE?KH B MHTEPHETE CTAHOBUTCA OOJIbIIIE, a IITKOJIBHUKY OJTHU U3
CaMbIX aKTUBHBIX NOJIb30BaTesiel PyHera. Mexay TeM, HOMHMO OIPOMHOTO KOJIMY€eCTBa
BO3MOJKHOCTEHM, MHTEpDHET HeceT W HpobJieMbl. JTa MaMATKA JOJKHA TOMOYbL Tebe
6e30macHO HAaXOAUTHCS B CETH.

KoMnbroTepHble BUPYChI

KoMnbpioTepHBII BUpPYC - 3TO PA3HOBUJHOCTh KOMIBIOTEPHBIX MPOTPaMM,
OTJIMUUTETBHOU OCOOEHHOCTHIO KOTOPOU fABJSAETCA CIIOCOOHOCTh K pa3MHOMKEHUI0. B
JIOTIOJIHEHNE K 3TOMY, BUPYCHl MOTYT MOBPEAUTh WU MOJHOCTBIO YHUYTOXKUTH BCE
daiiiel W AaHHBIE, MOJIKOHTPOJIbHBIE TIOJIB30BATENIO, OT HWMEHH KOTOpPOTro ObLia
3amyllleHa 3apakeHHas IporpaMMa, a TakKe IOBPEUTh WM JlaXKe YHUUYTOXKUTH
OTIEpPAIlMOHHYI0 CHCTEMY CO BceMH (aisiaMu B I[eJIOM. B OOJBIIMHCTBE CJIydaeB
pPaCIpOCTPAHAIOTCA BUPYCHI Yepe3 NHTEPHET.

MeTOI[I)I 3allTUThI OT BPEAOHOCHBIX ITPOTPAMM:

1. I/ICHOJII)B}’ﬁ COBpEMEHHbIE OllepallnOHHbIE CHUCTEMbI, HMEIOIIE CepBESHBIfI YPOBEHDb
3allTUThI OT BPEAOHOCHBIX ITPOTPAMM;

2. IlocTrossHHO ycTaHaBaWBai mautu (IU¢pOBbIe 3aIIaTKU, KOTOPbIe aBTOMAaTHYECKU
yCTaHABJIUBAIOTCA C IEJIbI0 JOpPaOOTKU IPOTPAMMBI) M Jpyrde OOHOBJIEHUS CBOEH
omepanuoHHOU cucTeMbl. CKauMBal UX TOJIBKO C OPUIIMAIHLHOTO caiTa pa3paboTumka
OC. Ecim cyIiecTByeT peKuM aBTOMaTHUeCKOr0 OOHOBJIEHH I, BKJIFOUH €T0;

3. PabGotaii Ha cBOEM KOMIIbBIOTEPE 11O/ ITpaBaMM I10JIb30BATEJIA, 4 HE aAMHUHHNCTPATOPA.
ITO He II03BOJIUT 6OJII>H.II/IHCTBy BPEAOHOCHBIX IIPOTPAMM HHCTAJVINPOBATHCA HA TBOEM
IIEPCOHAJIPHOM KOMIIBIOTEDE;

4. Vlcionib3yii aHTUBUPYCHBIE IPOTPaMMHBIE ITPOTyKTHI H3BECTHBIX ITPOU3BOJIUTENIEH, C
aBTOMaTHYECKUM OOHOBJIEHHEM 0a3;

5. OrpaHnYb PUBUUECKUU JOCTYI K KOMITBIOTEPY JIJIsI HOCTOPOHHUX JIHIT;

6. Vcniosip3yll BHeITHUE HOCUTENN WHQOpMaLY, Takue Kak (Jielika, AucK uin Qaia
13 UHTEPHEeTA, TOJIbKO U3 IPOBEPEHHBIX HCTOYHUKOB,

7. He oTkpbIBail KOMIIbIOTEpHBIE (DA, TIOJIyIEHHbIE U3 HEHAJIEKHBIX HUCTOYHUKOB.
Jlaxke Te daiipl, KOTOpbIE IPUCIAT TBOM 3HAKOMBIH. JIydllle yTOUHU Y HETO, OTIIPaBJISI
Ji1 OH Tebe HX.

Cetu WI-FI

Wi-Fi - 9T0 He Buj nepefaun JAHHBIX, HE TEXHOJIOTHA, a BCETO JIMIIL OpeH/, MapKa.
Eme B 1991 romy HujepsiaHackas KoMnaHus 3aperucrpuponasna 6peny "WECA", uro
obo3Hauanmo cioBocoueranne "Wireless Fidelity", xortopslii mepeBoguTcsa Kak
"GecrpoBOIHASI TOUHOCTH '

Jlo Hamero BpeMeHHM Joluia JApyras ab0peBuaTypa, KOTopas fABJSETCA TaKOU Ke
TexHosiorueil. 9to abopeBuarypa "Wi-Fi". Takoe HazBaHue OBUIO JaHO C HAMEKOM Ha
CTaHAApPT BBICIIEW 3ByKOBou TexHwmku Hi-Fi, uTo B mepeBojie 03Ha4yaeT "BBICOKAsA
TOYHOCTD .



Jla, becIutaTHBIM MHTEPHET-AOCTYI B Kade, OTeIsAX U adPONOPTaxX ABJISAETCA OTINYHOU
BO3MOKHOCTBHIO BBIXOJIa B UHTepHeT. HO MHOTHMe 3KCHEPTBI CYHUTAIOT, YTO
obmeoctynasie Wi-Fi cetu He sIBaAIOTCA 6€30IMaCHBIMM.

CoBeTbl 10 6€30ITaCHOCTH pabOTHI B 00OIIEAOCTYITHBIX ceTsax Wi-fi:

1. He mepenaBaii cBOI0 JIMuHYyI0 WHpoOpMAIuio depe3 obOmemoctymuble Wi-Fi certu.
PabGoras B HUX, JKeJIaTeJIbHO He BBOJUTD ITAPOJIU JOCTYIIA, JIOTUHBI M KaKWe-TO HOMEPa;

2. Vcrosib3yii 1 OOHOBJISI aHTHBUPYCHBIE IIPOTPAMMBbI 1 OpaHaMayep. TeM caMbIM ThI
obe3omnacuIlb cebs OT 3aKaYKH BUPyca Ha TBOE YCTPOKCTBO;

3. IIpu wucnonp3zoBanum Wi-Fi orkimoun ¢ysknuio "OOmwuit goctyn kK daiiam u
npuHTepam'. JlanHaa GyHKIUA B3aKpbITa II0 YMOJYAHUIO, OJHAKO HEKOTOPbIE
[I0JIb30BaTEIN aKTUBUPYIOT ee I y/I00CTBa UCIIOIb30BaHUsA B paboTe 1in yuebe;

4. He ucrionpayd myosaumuasii WI-FI i mepemaun JIMIHBIX JAHHBIX, HAIIPUMED JJIA
BBIXO/Ia B COLIMAJIbHbIE CETU UJIN B JIEKTPOHHYIO IIOUTY;

5. Mcrnonp3yi TOJIBKO 3aruilieHHoe coenuHeHue uepe3 HTTPS, a we HTTP, T.e. pu
Habope BeO-azpeca BBojM uMeHHO "https://";

6. B wmobOwibHOM Tenedone otwioun ¢yaknuio [logkmwouenue kK - Wi-Fi
aBromatnuecku'. He Jlommyckail aBTOMaTHYeCKOTO IMOAKIIOUEHHs YCTPOHUCTBA K CETAM
Wi-Fi 6e3 TBoero corsiacusi.

COI.II/IaJII)HI)Ie cetTn

COI.II/IaJII)HI)Ie CETHU aKTHBHO BXOJAT B HaAIlly *KM3Hb, MHOT'HE JIIOAU pa60Ta10T U XKHUBYT
TaM IIOCTOAHHO, a B Facebook YXKe 3aperuCTpupoBad MUJUINAP/ Y€JI0BEK, UYTO ABJIAETCA
OI[HOfI CeI[I)MOI‘/Jl BCeX JKUTeJIeH IIaHeThbl. MHOrHe IO0JIb30BaTeJu He IIOHUMAIOT, 4TO
I/IH(I)OpMaIlI/IH, pasMeE€mieHHad HMMH B COIOHAJIbHBIX CETAX, MOZKET OBITHh Haﬁ[[eHa u
HCIIOJIb30BaHA KEM YyIroJJHO, B TOM YHCJI€ HE 00s3aTesIbHO ¢ OJIaruMH HaMepEeHUuAMMU.

OCHOBHBIE COBETHI 110 O€30I1aCHOCTH B COIIMAJIbHBIX CETAX:

1. OrpaHuYb CIHCOK Jpy3ed. Y TeOs B APYy3bsX HE JOJIDKHO OBITh CIyYaWHBIX U
HE3HAKOMBIX JIIOJIEN;

2. 3amuiai cBo YacTHYIO KU3Hb. He ykaspiBail maposiu, TesaedoHbl, ajipeca, JaTy
TBOETO POXJEHUA U JPYIyl0 JIMYHYIO HHQPOPMAUUIO. 3JIOyMBIIUIEHHUKHU MOTYT
HCIIOJIB30BaTh Jlake WH@OpPMAIUI0 O TOM, KaK Thl U TBOU POJUTENU IIAHUPYyETe
IIPOBECTU KAHUKYJIBI;

3. 3amumiai CBOI0 PEMYTAIHNIO - IEPIKU €€ B YMCTOTE U 3371aBail cebe BOIPOC: XOTeJT ObI
ThI, YTOOBI JPYTHE TOJIH30BATEIH BU/IEJIU, UYTO ThI 3arpyskaemrsb? [Tomgymaii, mpexe yem
YTO-TO OILyOJIMKOBATh, HAIIUCATD U 3aTPy3UTh;

4. Ecsin THI TOBOPUIIB C JIIOJIBMU, KOTOPBIX He 3Haelllb, He UCIIOJIb3yH CBOe peayibHOe
UM ¥ IPYTYIO JINYHYI0 MHGOPMAIIN: UM, MECTO KUTEJIbCTBA, MECTO YIeObI U IIPOYeE;

5. 3beraii pazmenienus ¢ororpaduii B IHTepHETE, I7je Thl N300pakeH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIP€eJIeJINTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUAILHON CeTH HEOOXOIMMO HUCII0JIH30BATh CJI0KHBIE TTAPOJIH,
cocrosIye u3 6ykB 1 QP U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;



7. 1)1 conuaibHON CeTH, MOYTHI U APYTUX CAUTOB HEOOXOJIMMO HCIOJIb30BaTh Pa3HbIe
maposiu. Torga ecoim Te0s B3JIOMAIOT, TO 3JI0YMBIIIIJIEHHUKY TIOJIyYaT JHOCTYI TOJIBKO K
OTHOMY MECTY, a He BO BCe Ccpaay.

AJIEKTPOHHBbIE IEHbI'A

DJIeKTPOHHbBIE JIEHBTU - 3TO OUeHb YAOOHBIN CIOCOO MyaTeXkel, OHAKO CYIIEeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT IMOJIyYUTh 3TH JIEHBI'H.

AJIEKTPOHHbBIE JIEHbI'H ITOSBUJINCH COBCEM HETABHO WU MMEHHO HM3-3a 3TOTO0 BO MHOTHX
rocy/apcTBax JI0 CUX IIOP He IIPOITHMCAHO PO HUX B 3aKOHAX.

B Poccum xe oHM (GYHKIMOHHPYIOT U O HHUX YK€ IPOIHCAHO B 3aKOHE, IIe HX
pasesIsAioT Ha HECKOJIBKO BU/IOB - aHOHUMHBIE U HE aHOHUMHbIE. Pa3HUIIA B TOM, YTO
AaHOHHMMHBIE - 3TO Te€, B KOTOPBIX paspeliaercss IMPOBOAUTH omepanuu 0Oe3
uIeHTUUKAIUN TI0JIb30BaTe/IA, a B HEAHOHHMHBIX HUAEHTU(GUKAIUA I10JIh30BATENS
ABJIAETCS 003aTeIbHOM.

Taxxe cJIeayeT pa3jindaTrb 9JIEKTPOHHBIE (I)I/IaTHbIe A€HbI'd (paBHbI rocyaapCTBEHHBbIM
BaJIIOTaM) " SJIEKTPOHHbIE He(l)I/IaTHI)Ie AE€HbI' (He PaBHBI TOCYyAapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 0 OE30MacHON paboTe ¢ JIEKTPOHHBIMH JIEHbIaMU:

1. [IpuBs>KM K cueTy MOOWJIBHBIN TesiepOoH. ATO caMbIil yOOHBINA U OBICTPBIN CIIOCOO
BOCCTAHOBHTb JIOCTYM K cuery. [IpuBsA3aHHBINA TesieDOH IIOMOKET, eCIU 3a0y/IeIb CBOH
IUTATEXKHBIHA IMapOoJTh UJTH 3aIelTh HAa CAT ¢ HE3HAKOMOTO YCTPOHCTBA;

2. VMcnosp3y# ofiHOpa3oBble maposu. [lociie mepexosa Ha yCHJIEHHYIO aBTOPHU3AIUIO
Tebe y:ke He Oy/IeT yrpoKaTh OMIaCHOCTH KPayKH MJIH IepexBaTa IIATEKHOTO apoJis;

3. Beibepu cyiokHBIN mMaposib. IIpecTymHUKaM OyZeT He IMPOCTO YraZaTh CJIOXKHBIN
nmapoJib. HajieskHble maposid - 3TO MapoJik, KOTOPhIE COZEP KAaT He MeHee 8 3HAaKOB U
BKJIFOUAIOT B ceOsl CTPOUHBbIE U MPOMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK JoJutapa, GyHTa, BOCKINIATEIbHBIN 3HaK U T.11. Hanmpumep, $tRong!;;

4. He BBOAM CBOM JIMUHBIE JJTAaHHbBIE HA caﬁTax, KOTOPBIM HE A0BEPAECIIDb.

AJIEKTPOHHAA MOYTa

DJIeKTPOHHAA MOUTA - 3TO TeXHOJIOTUS U IIPe0CTaBsAeMble €10 YCJIYTU 10 IepechlIKe 1
MOJIYYEHUIO 3JIEKTPOHHBIX COOOIIEHUI, KOTOPbIE PACIPEENAIOTCS B KOMIIBIOTEPHOMN
cetu. OOBIYHO JJIEKTPOHHBIA IOYTOBBIN AWK BBIMJIAIUT CIEAYIOIUM 00pa3oMm:
MMs_TI0JIb30BaTeIA@uUMA_JIoMeHa. Tak:ke KpoMe IepeZilauul IPOCTOTO TEKCTa, UMeeTCs
BO3MO>KHOCTH Ilepe/iaBaTh (ailsbl.

OCHOBHBIE COBETHI IO OE30MMACHON PAbOTe C BJIEKTPOHHOU ITOYTOM:

1. Hayto BeIOpaTh MpaBUIIBHBIN ITOYTOBBIN cepBUC. B MHTEpHETE €CTh OTPOMHBIN BHIOOD
GecrnyIaTHBIX IIOYTOBBIX CEPBUCOB, OJIHAKO JIydllle JOBEPATHh TeM, KOTO 3Haelllb U KTO
IIePBbHIN B PEUTHHTE;

2. He ykaspiBail B IMYHOU MOUTe JUUHYI0 nHPopManuo. Hanpumep, jyuliie BHIOpaTh
"My3bIKaJIbHBIN__(paHaT@" wiu "pok2013" BMecTo "Temals";

3. Mcosib3y#l ABYX3TAITHYI0 aBTOPHU3AIUI0. DTO KOT/[a IOMUMO MapoJisi Hy>KHO BBOJUTH
KO/JI, pUchlIaeMbIid 1o SMS;



4. Bpibepu CyIOKHBIN maposib. JIJIA KaskAOTO MOYTOBOTO SAIUKA JIOJDKEH OBITH CBOM
HaJIe>KHBIN, YCTOMUUBBIN K B3JIOMY [1apOJIb;

5. Eciim ecTh BO3MOXKHOCTh HAIKCAaTh CAMOMY CBOM JIMUHBIM BOIPOC, HCIIOJIB3YH 3TY
BO3MO>KHOCTb;

6. VMcnosb3yll HECKOJIBKO IOYTOBBIX AIMMMUKOB. [lepBBIN /1j14 YACTHOM NEpPEenuCKU ¢
aJipecaTaMu, KOTOPBIM ThI JJOBepseNlb. TO 3JIEKTPOHHBIN aJipec He HaJl0 UCIO0JIb30BaTh
IIpY perucTpanuu Ha ¢popymMax U cauTax;

7. He oTkpbiBail ailyibl U JIpyrue BJAOXKEHUsA B IMHUCHbMAaX, JIaKe €CJIM OHU HPUIIIA OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISLIIN JIU OHU Tebe 3TH (DanIbl;

8. Ilocse oxoHUaHWsA pabOTHI Ha IMMOYTOBOM CEPBUCE TEpe], 3aKPBITUEM BKJIAJKHU C
caiitoMm He 3a0y/1b HaXKaTh HA "BeritTu'".

Ku6epOy/LTMHT NI BUPTYyaJIbHOE U3/1€BATEIHCTBO

KI/I6ep6y.7UII/IHI‘ - IIpecijiegoBaHHUE COO6III€HI/IHMI/I, coaepXamurumMu OCKOp6JIeHI/IH,
arpecCuro, 3allyruBaHHE; XYJIMTaHCTBO; COIIWMAJIbHOE 60ﬁKOTHpOBaHHe C IIOMOIIBIO
Pa3JIMYHbIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 10 OOPBHOE ¢ KNOEPOYTUHTOM

1. He Gpocaiica B 6oii. Jlyumuii criocob: mocoBeTOBaThCS Kak ceOs BECTH U, €CJIU HET
TOTO, K KOMY MOKHO 0OpaTUThCSI, TO BHaYaJIe YCIIOKOUThCA. EC/IU ThI HAUHEIIh OTBEYATh
0CKOpOJIEHUSIMU Ha OCKOPOJIEHUSI, TO TOJIBKO ellfe OOJIBIIE PA30XKIKEITb KOH(PIIUKT;

2. YrpaBJisii cBoed KuOeppeIyTamyeii;

3. AHOHUMHOCTb B CE€TH MHUMAas. CYH.IeCTBYIOT CITI0COOBI BBIACHUTBL, KTO CTOHT 3a
AHOHUMHBIM dKKAQYHTOM;

4. He cTouT BecTH XyJIMTAaHCKUN 00pa3 BUPTYaAJIbHOU *KU3HU. MIHTepHET DUKCUDYET BCe
TBOM JIEUCTBUS U COXPAHAET UX. YJAJIUTD UX OyZIET KpaiiHe 3aTpyAHUTEIHHO;

5. ColOut0/1a#1 CBOXO BUPTYaJIbHYIO YECTh CMOJIOAY;

6. UrHopupyil enmHUYHBIN HeratuB. OAHOPA30Bble OCKOPOUTEIbHBIE COOOIIEHUS
JIydiiie UTHOpupoBaTh. OOBIYHO arpeccus IMpeKpamaeTcs Ha Ha4aJIbHOU CTa/INY;

7. Ban arpeccopa. B mporpammax o6MeHa MTHOBEHHBIMU COOOIIIEHUSIMHU, B COITUAIBHBIX
CeTSIX eCTh BO3MOKHOCTh OJIOKHUPOBKY OTIIPABKU COOOIIEHUH C OIIpe/IeJIEHHBIX aJ[PECOB;

8. Ecmu Tl cBuzerenp kubOepOysuinHra. TBOM IeWCTBUSA: BBICTYIIUTH IPOTHUB
IpecjieJioBaTesisd, IIOKa3aTh €My, 4YTO €ro JeWCTBUS OIeHUBAIOTCA HETaTUBHO,
MIO/IJIEPKATH KEPTBY, KOTOPOH HY?KHA IICUXO0JIOTHYECKAS TIOMOIIb, COOOIIUTH B3POCIBIM
0 ¢aKTe arpecCUBHOIO IIOBEJIEHUS B CETU.

Moo6wibHBIN Tes1edOoH

CoBpemenHble cMapTdOHBl U IUIAHIIETHl CcOZiep>KaT B cebe BIOJHE B3POCJIBIN
dyHKIVOHAK, W Temepb OHU MOILYT KOHKYpUPOBaThb CO CTallMOHAPHBIMU
KoMIIbloTepamMu. OJTHAKO, CPE/ICTB 3AITUTHI JJ1 MTOA00HBIX YCTPOMCTB IOKA OUEHb MaJIO.
TecTupoBaHUe U MOUCK YA3BUMOCTEN B HUX MPOUCXOJAUT He TaK MHTEHCHUBHO, KaK JJIfd
ITK, To ke camoe KacaeTcs U MOOUJIbHBIX IPUJIOKEHUH.



CoBpeMeHHbIe MOOWJIbHBIE Opay3epbl y:Ke IPaKTUYeCKd JIOTHAJIM HACTOJIbHBIE
aHAJIOTH, OJTHAKO pacIiiupeHne QyHKITMOHAIA BeUeT 32 COOOU OOJIBIIYIO CIIOKHOCTD U
MEHBIITYIO 3aIHUIIEHHOCTD.

Jlajsieko He BCe IIPOM3BOIUTENN BBIMYCKAIOT OOHOBJIEHUS, 3aKPBIBAIOIIAE KPUTUIECKIUE
YA3BUMOCTH JIJIs CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI 7151 6€30IaCHOCTH MOOMJILHOTO TesiepoHa:

Hwuuero He siByIsIeTCA MO-HaACTOAIEMY OecriaTHBIM. Byab ocToposkeH, BeZlb Korya Tebe
IpeajiaraloT OecrylaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHe-TO ILIaTHBIE
YCJIyTH;

Hdywmaii, npexje yem orunpaBuTb SMS, ¢oTo uau Buzeo. Thl TOYHO 3HAEIIb, IJle OHU
OyAyT B KOHEUHOM UTOTE?

Heo6xoamMo 06HOBJIATH ONEPAIMOHHYIO CHCTEMY TBOETO CMapTQOHa;
Hcnonb3yli aHTUBUPYCHBIE IIPOTPAMMGBI JIJ1sI MOOHMJIBHBIX Te€JIE(DOHOB;

He sarpy)lcal‘/’l IIPUJIOKEHUA OT HEM3BECTHOI'O MCTOYHHKA, BEAb OHU MOIYT COAECPKATb
BPEAOHOCHOE IIPOIrpaMMHO€ O6€CH€‘I€HH€;

ITocsie TOro Kak ThI BBIAJIEIIb C caliTa, IZle BBOAMJI JIMUHYI0 HH(MOPMAIHIO, 3alI1 B
HacCTpOUKHU Opaysepa u yaaiu cookies;

[Tepuoauuecku MPoOBepsiii, KaKKe IIaTHbIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDE;
JTaBaii cBOi HOMep MOOHJIBHOTO TeieOHA TOTBKO JIFOZSM, KOTOPBIX ThI 3HAEIIh U KOMY
JTOBEPSIEIIIb;

Bluetooth moskeH OBITH BBIKJIIOUEH, KOTZa Thl UM He TMOJb3yelibcs. He 3a0biBaii
HWHOT/Ia IPOBEPSTH 3TO.

Online urps1

CoBpeMeHHble OHJIAUH-UTPBI - 35TO KpAaCOYHble, 3axXBaThIBAIOL[UE pa3BJIeUeHUd],
00BEUHAIONIYE COTHH THICAY UeJIOBEK 110 BceMy MUpy. VIrpoKU UCCIeAyIOT TaHHBIN UM
MHUD, OOIIAIOTCA JAPYT C JAPYrOM, BBHITIOJHAIOT 33J]JaHHsA, CPAXKAIOTCS ¢ MOHCTPAMHU U
IIOJIy4alOT ONBIT. 3a YAOBOJBCTBUE OHU IUIATAT: IIOKYHAKT JIUCK, OIIAYUBAIOT
a0OHEMEHT WJIU IPUOOPETAIOT KaKHe-TO OIIIUU.

Bce aTu cpezcTBa uAyT Ha MOAJEepKaHUMe M Ppa3BUTHE WUIPHI, a TakKe Ha camy
6e301acHOCTh: COBEPIIEHCTBYIOTCS CUCTEMBI AaBTOPU3AIMH, BBIITyCKAIOTCA HOBbIE MATYU
(mudpoBeIe 3aIUIATKH JJ1 IPOTPAMM ), 3aKPBIBAIOTCS YSI3BUMOCTU CEPBEPOB.

B l'IO]_IO6HI)IX Urpax CTOUT OIlaCcaTbCAd HE€ CTOJIBKO CBOHUX COIIEPHHUKOB, CKOJIBKO Kpa*Ku
TBOE€T0 I1apOJid, HAa KOTOPOM OCHOBaHa CHUCTEMAa aBTOpHU3allNA OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI IO OE30MMACHOCTU TBOETO UTPOBOTO AKKAYHTA:
1. Ectu ipyroil urpok BezieT cebs II0X0 WM CO34aeT Tebe HEMMPUATHOCTH, 3a0JIOKUPYH
€ro B CIICKe UTPOKOB;

2. [loxkamyiici aJMUHHCTpATOpaM WUIrpPbl Ha IUIOXO€ IIOBEJleHHE 35TOr0 UIPOKa,
JKeJIaTeJIbHO IMIPUJIOKUTH KaKHe-TO JJ0Ka3aTeIbCTBA B BUle CKPUHOB,;

3. He yxa3piBaii imuHy1o uHGOpMaIMio B mpodaiise urpsi;



4. YBaXKa"l IpyTUX yUYaCTHUKOB II0 UTPE;
5. He ycranaBimBai HeouIiraabHble TATIYA U MOJIBI;
6. Vlcrionb3yii c10°KHbBIE U Pa3HbIE TAPOJIH;

7. Jlaxke BO BpeMs WUTPbl He CTOUT OTKJIIOYATh aHTUBHpYC. [loka THI urpaeiib, TBOU
KOMIIBIOTEP MOTYT 3apPa3UTh.

PUuIMHT NI Kpaxa JUIHDbIX JaHHbIX

OOBIYHOM Kpaskell JeHer U JOKYMEHTOB CErofHs y»Ke HHUKOrO He YAUBHIIb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBIILIEHHUKH II€PEMECTHINCh B UHTEPHET, U
MIPOJIOJKAIOT 3aHUMATHCS "JTIOOMMBIM"' JTEJIOM.

Tak mosBuIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WX QUIIUHT, TJIaBHASA IeThb
KOTOPOTO COCTOUT B TMOJIyUeHUW KOH(QHUIEHIIUATbHBIX JAaHHBIX I10JIb30BaTENIed -
JIOTMHOB ¥ mapoJiei. Ha anrmuiickom s3bike phishing ynraercs kak ¢ummHr (ot fishing
- ppIOHAs JI0BJIA, password - MapoJb).

OcCHOBHBIE COBETHI 10 OOPHOE ¢ QUITUHTOM:

1. CJIeI[I/I 3a CBOHUM AaKKayHTOM. Ecau ThI Imoao3peBacilb, 4TO TBOA aHKETaA ObLIa
B3JIOMaHa, TO HeO6XOﬂI/IMO 3a6JIOKI/IpOBaTb ee u COO6IIII/ITI) AIMHUHHCTPpAaTOpaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Hcmonb3yih Oe3somacHble BeO-CAalThI, B TOM 4YHCJIe, HWHTEPHET-Mara3uHOB U
MMOMCKOBBIX CHCTEM;

3. Mcnonb3yii ciiokHbIe U pa3Hble mapoyu. TakuMm oOpa3om, ecyiu TeOs B3JI0MAOT, TO
3JIOYMBIIIVIEHHUKY TIOJIyYaT JIOCTYII TOJIBKO K OJTHOMY TBOEMY MPO(MUIIIO B CETH, a HE KO
BCEM;

4. Eciu Tebs B3JIOMaJI, TO HeO6XOILI/IMO IpeaynpeauTb BCEX CBOHX 3HAKOMBIX,
KOTOpbIE ]_'[06aBJ'IeHI>I y TeOs B APYy3bAX, O TOM, UTO TeOsI B3JIOMAaJIn 1, BOBMO>XHO, OT
TBOETO NHMEHH 6YZL6T paccbliaTbCA CIIaM U CCbIVIKHU Ha (1)I/II_III/IHI‘OBI>Ie CafITbI;

5. YcraHoBY HajieskHbIM n1aposib (PIN) Ha MOOMIBHBIN TeedOH;
6. OTKJIIOUU cOXpaHeHHe MapoJis B Opaysepe;

7. He oTkpbIBall (paiiyibl U JIpyrue BIIOKEHUs B MHIChMAX, JaXKe €CIU OHU MPUIIUIU OT
TBOUX ZIpy3el. JIydllle yTOUHU y HUX, OTIIPABJISIIIN JIU OHU Tebe 5Th pantIbl.

MudposBasa penmyranusa

[udposas pemyranus - 3T0 HeraTUBHAS WM IO3UTUBHAs HH(POPMAIUA B CETU O Tebe.
Kommnpomerupymwomas nHbopMarus, pa3MelleHHass B UHTEPHETE, MOXKET CEPhe3HBIM
00pa3oM OTpa3UThCSA HA TBOEH peasbHOU ku3HU. 'ludpoBas pemyranus” - 3TO TBOU
UMUK, KOTOPBIN dhopMupyercs u3 nHbopManuu o Tebe B MHTEPHETE.

TBoe MecTO JKHTENbCTBa, yd4eObl, TBOe (HUHAHCOBOE IIOJIOJKEHUE, OCOOEHHOCTHU
XapakTepa U pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIIUBAETCS B CETH.

MHor1e TOAPOCTKH JIETKOMBICJIEHHO OTHOCATCSA K IyOJTUKAIINY JINYHOU HHPOPMAITUH B
HNuTepHeTe, HE MOHUMASA BO3MOKHBIX TOCIIEICTBUM. ThI Jaske HE CMOJKEIh T0TaIaThCs
0 ToM, uTO poTtorpadus, padMeIeHHas 5 JIET Ha3aJl, CTajla MPUINHON OTKa3a MPUHATH
Tebs Ha paboTy.



KomMmeHnTapuu, pasmeleHue TBoux ¢ortorpaduil u Apyrue JeUCTBUS MOTYT He
HCUE3HYTh Jla’Ke IOCjIe TOTO, KaK Thl UX yJIHIIb. Thl He 3HaEIlb, KTO COXPAHUJI 3Ty
nHbopManuio, momajga JU OHA B IIOMCKOBBIE CHUCTEMBI M COXpAaHWJIACh JIM OHA, a
IJIaBHOE: YTO IOAYyMaioT O Tebe OKpY»Kawllue JIOAU, KOTOpble HalAyT U YBUAAT 3TO.
Haiitu mHGOpMAaINI0 MHOTO JIET CILyCTs CMOKET JII000M - KaK U3 JIOOPBIX OOy KIAEHUH,
TaK ¥ C HaMepeHHeM IPUUNHUTH Bpel. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI 110 3a1uTe IU(GPOBON pemyTalum:

1. [Togymaii, mpexze 4emM 4TO-TO ITyOJIMKOBAaTh U MepelaBaTh y cebs B Ojiore WId B
COITMAJILHOM CETH;

2. B HacTpotikax mpoduis yCTaHOBU OTPAHUYEHUS HA IIPOCMOTP TBOETO MPODUJIS U €T0
COJIEP>KUMOTO, C/IeJIal €0 TOJIBKO "I Apy3eit’”;

3. He pazmeraii 1 He ykasbiBail HH(POPMAIHIO, KOTOPasi MOXKET KOT0-JTH00 OCKOPOJISIThH
WJIA OOM2KAaTh.

ABTOpCKOE IpaBo

CoBpemMeHHbIEe IIKOJbHUKHN - AKTHUBHBIE II0JIb30BaTeINd LHU(PPOBOrO MNPOCTPAHCTBA.
OpHako Jajieko He BCe 3HAIOT, YTO II0JIb30BAaHHWE MHOTMMU BO3MOXKHOCTAMU
1udpoBoro Mupa Tpebyer cobJII0/IeHus ITPaB HA UHTEJUIEKTYJTbHYI0 COOCTBEHHOCTbD.

TepMmuH "UHTeJUIEKTyaJIbHasg COOCTBEHHOCTh' OTHOCHUTCS K Pa3IUYHBIM TBOPEHHUSIM
YeJIOBEUECKOTO yMa, HauMHAsg C HOBBIX H300peTeHWH U 3HAKOB, 0003HAYaIOIINX
cOOCTBEHHOCTh Ha IPOAYKTHI U YCJYyTH, U 3aKaHUYWBas KHHUTaMu, (oTrorpadusamu,
KUHODUIbMaMH 1 My3bIKAJIbHBIMU ITPOU3BENEHUSIMH.

ABTOpCKHE TTpaBa - 3TO IpaBa Ha UHTEJUIEKTYAJIbHYI0 COOCTBEHHOCTD Ha IIPOU3BEEHHUS
HAyKH, JJUTEPATypbl U UCKYCCTBAa. ABTOPCKHE MPaBa BBICTYIIAIOT B KAUYeCTBE FapaHTUU
TOTO, UTO UHTEJUIEKTYIbHBIN/TBOPUECKUH TPy aBTOpa He Oy/ieT HallpACHBIM, JIACT MY
CIIpaBe//ITUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaxXx CBOEro TPy/Aa, IOJIYYUTH
HM3BECTHOCTH U Npu3HaHue. HuKTo 6e3 paspelieHus: aBTopa He MOKET BOCIIPOU3BO/IUTH
€ro IpOU3BeJleHHe, PACIPOCTPAHATh, IIYOJUYHO JEMOHCTPUPOBATh, IIPO/JABaTh,
MMIIOPTUPOBATh, IyCKaTh B MPOKAT, MyOJUYHO HCIOJIHATD, IOKAa3bIBaTh/UCIIOJIHATH B
a¢dupe win pazmemaTs B VIHTEpHETE.

Hcnosib3oBanue "mMUpaTckoro" IMPOrpaMMHOTO obeclieueHUs] MOKET IPUBECTH K
MHOTMM PHCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPDOBKH TBOETO
YCTPOICTBA, I7ie YCTaHOBJIEHA HeJlerayibHasA mporpaMmMa. He cTOUT Takke 3a6bIBaTh, YTO
CYILIECTBYIOT JIeTaJIbHBIE U OeCIUIaTHbIE IIPOTPAMMBI, KOTOPbIE MOKHO HAHUTHU B CETH.

O nmopraie

CereBU4OK.pp - TBOH TIJIaBHBIM COBETYUK B CeTU. 37ech Thl MOXKeIIb Y3HATh O
6e30MacHOCTH B CETH MOHATHBIM U JOCTYIIHBIM fA3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUUECKOM CUTyalUd OOpaTUTBhCA 3a COBETOM. A TakKe IPHUHATH ydacTue B
KOHKYPCaxX U CTaTh CaMbIM ITU(POBBIM IPAKJAHUHOM !



IIpunoxenue N2 3

ITamaTka a1 poauresyieid 00 MH(MOPMAITMOHHON 0€30MMaCHOCTH AeTeH

Ompenenenne TepMuHA "WHOOPMAIMOHHAA 0€30MAaCcHOCTh JeTed COAEPKUTCSI B
®enepanbHOM 3akoHEe NQ 436-®3 "O zammre meredt oT nHGOPMAINK, TPUIUHSAIONIEN
BDEJl MX 37I0DOBBIO0 U PA3BUTHUIO", PETYJTUPYIOITUM OTHOIIEHUS, CBI3aHHBIE C 3aIIUTON
ereli oT WHGOpPMAIWH, MPUYUHAIIIEA BpeJ WX 370pPOBbI0 U (MIM) PasBUTHIO.
CorytacHO JaHHOMY 3aKOHY 'MH(MOpMAIMOHHASA 0€30IMacHOCTD JIETEH' - 3TO COCTOSTHUE
3aIUINEHHOCTH, IIPU KOTOPOM OTCYTCTBYET PHCK, CBSI3aHHBIH C HNPUIUMHEHUEM
nHOopMaInue Bpea ux 3/I0POBbIO U (M) GU3UIECKOMY, ICUXUYECKOMY, JYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTHIO.

B cuiry ®enepanbHoro 3akoHa NO 436-O3 wundbopmanuend, OTPUUUHAOIIEN Bpe
3710POBBIO U (MJIN) Pa3BUTHIO JI€TEH, IBJISIETCS:

1. mHDOpMaIus, 3apelieHHas JI/is paclpOCTpaHEeHUs CPEHU JEeTEH;

2. I/IH(I)OpMaIII/IH, paciipoCTpaH€HHE KOTOpOI‘/JI OIrpaHUY€HO Cpeau HETEfI OIIpeacJIEHHbIX
BO3pPaCTHBIX KaTEFOprI.

3. K undopmaruu, 3anpenieHHoH 18 paclipoCTpaHeHUs CPeIU JIeTel, OTHOCUTC:

4. uHopmanus, moby:kaamIas JeTeld K COBEPIIEHUI0 JeHCTBHUH, MPeACTaBIAIONINX
yTpo3y WX JKU3HU U (WJIM) 3/I0POBBIO, B T.4. IPUYNHEHHUIO BpPEZla CBOEMY 37I0POBBIO,
CaMOyOHHCTBY;

5. CIIOCOOHOCTH BBI3BATh y ,Z[eTefI JKeJlaHue yrIOTpe6I/ITI) HapKOTH4YE€CKHuE CpeEaCTBa,
IICUXOTPOIIHbIE U (I/IJII/I) oJypMaHHBaAIOIIKe  BEIIECTBA, TabauHbIE nus3aenud,
AJIKOTOJIbHYIO U CIITMPTOCOAEPKAITYIO IIPOAYKIINIO, ITMBO U HAITUTKH, U3TrOTaBJIMBA€MbIE
Ha €ro OCHOBE; IIPUHATb y4daCTHE€ B a3apPTHBIX HI'PAX, 3aHHNMAaTbCA l'IpOCTI/ITy'III/Ief/Jl,
6pOILH}KHI/I‘-I€CTBOM HIn HOHpOHIafIHPI‘{eCTBOM;

6. OOOCHOBBHIBAIOIIASl WJIM OIPaBABIBAIONIAS JOIYCTUMOCTh Hacwuausa u (wim)
JKECTOKOCTH JIMOO IIOOY»KJaiolias OCYIIEeCTBJIATh HACHJIbCTBEHHBIE JIEHCTBUA IO
OTHOIIEHHIO K JIIOAAM U KUBOTHBIM;

7. OTPHIIAIOIIAsA ceMeHHbIe EHHOCTH U (QOpMUPYIOIasi HeyBaXKeHUe K POAUTENAM U
(i) IPYTUM WIeHaM CEMbH;

8. ompaszpIBaloIiasg MPOTUBOIIPABHOE IIOBEJIEHNE;
9. coziepaKaIas HereH3ypHyIo OpaHb;
10. cojiepkatas nHGopMaIuio nopHorpaduyecKoro xapakrepa.

K nndopmaruu, pacupocTpaHeHHe KOTOPOU OTPAaHUYEHO CPEU JIeTel OIpe/IeJIEeHHOTO
BO3PacTa, OTHOCUTCA:

1. mHpOpMAIHsA, IPE/CTaBIsAeMast B BU/ie U300pasKeHUS WJIM OIMCAHUs JKECTOKOCTH,
¢dusmyeckoro u (WMIM) TICUXUYECKOTO HACWIHS, IPECTYIUIEHUS WA HWHOTO
aHTHUOOIIECTBEHHOTO JeHCTBUA;

2. BBI3BIBAIOIAA y JeTell cTpaX, y»Kac WM MaHUKYy, B T.Y. NpeJACTaBiiseMas B BU/JIE
n300pakeHusl WU OIUCAHUSA B YHIKAWOIIEH 4Yesl0oBeuecKoe JIOCTOUHCTBO ¢dopMme
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HEHACUJIbCTBEHHOU CMePTH, 3a00JIeBaHM s, CAMOYOUNCTBA, HECUACTHOTO CJIydasi, aBapUu
WJIH KaTacTpodbl U (MJIH) UX ITOCIIE/ICTBUH;

3. IpejicTaBysieMasi B BU/ie U300paKeHUs WJIM OIUCAHUS ITOJIOBBIX OTHOIIEHUH MEXKIY
MY?KYHMHOU U JKEHITUHOM;

4. coZlep>kaliiias OpaHHBIE CJI0Ba U BBIpaXKeHU A, HE OTHOCAIMecA K HelleH3ypHOI OpaHu.

C yuetroMm aToro Bam mpeparaiorcs mpaBuiia paboTsl B ceTd VIHTEPHET /1A Pa3/IMYHbIX
BO3DACTHBIX  KaTeropuil,  coOJIIOZleHue  KOTOPBIX  ITO3BOJIUT  O0ECIeYuTb
nH(POPMAIMOHHYI0 6€30ITaCHOCTD BAIIIUX JIETEH.

OO01mue mpaBuiIa AJIA poAUTE e

1. HesaBucumo oT Bo3pacra pebeHKa WHCIIOJNb3yHTEe IIpOrpaMMHOEe obecliedeHue,
rnomoramiiee QGUIBTPOBATh U KOHTPOJIMPOBATh HH(OpMAaIUIO, HO He IoJIarauTech
IIOJTHOCTHIO HA Hero. Baire BHUMaHue K peOeHKY - TJIaBHBIA MEeTOJ] 3allIUTHI.

2. Ecytn Bart pebeHOK MMeeT akKayHT Ha OJTHOM U3 COIUAIbHBIX cepBucoB (LiveJournal,
blogs.mail.ru, vkontakteru w T.m.), BHHMAaTe/JbHO HU3Yy4YHUTE, KaKyl0 HH(POPMAIHIO
IIOMEIAIOT €r0 YYaCTHHUKU B CBOMX NMpOPWIAX U OsioraxX, BKIOUas Qororpadpuu u
BU/JIEO.

3. IIpoBephTe, ¢ KaKUMH APYTMMH CaTaMHM CBSI3aH COIMAJIBHBINA cepBHC Bariero
pebenka. CrpaHuuku Barmero pebeHka MOTyT OBITH 0O€30MacHBIMU, HO MOTYT U
COZIEP?KATh CCHUIKU Ha He’KeJlaTeJIbHbIE U OlacHbIe CAUThI (HAallpUMep, IOPHOCAUT, WU
calT, Ha KOTOPOM JIpyT YIIOMHHAeT HOMep COTOBOro TesedoHa Bairero pebeHka wuiau
Barm qomamiHui aapec).

4. IoompsiiTe Bamux gereit coobmaTh 000 BceM CTPAaHHOM WJIM OTTAJIKHBAIOIIEM U HE
CJIMIIIKOM OCTPO pearupyuTe, KOTJia OHU 3TO JIeJIal0T (13-3a OnaceHusl MOTEPATH JOCTYII
K VHTepHeTy JieTH He TOBOPAT POAMTENSAM O MpobjeMaxX, a Tak)Ke MOTyT HayaTb
HCI0JIb30BaTh VIHTepHET BHE IOMA U IIKOJIBI).

5. Bynbre B Kypce ceTeBol ku3Hu Bamiero pebenka. VIHTepecyiTech, KTO UX JAPY3bs B
W HTEpHET TaK ke, KAK UHTEPECYeTECh PEATbHBIMU JPY3bsIMHU.

Bospacr ot 7 10 8 Jer

B MnuTepHeTe pebeHOK cTapaeTcs IMOCETUTH T€ WJIM WUHBIE CAUTHI, 2 BO3MOXKHO U YaThI,
paspellleHUe Ha IOcellleHHe KOTOPBIX OH He MOJydms Obl OT poaureseil. Iloatomy
POAUTENAM OCOOEHHO TIIOJIe3HbI OYyJyT Te OTYeThl, KOTOPBIE IIPEJIOCTABIISIOTCS
IIporpaMMaMu II0 OrpaHUYEHUIO UCIOJIb30BaHUA lHTepHeTa, T.e. PoauTesnbckuil
KOHTPOJIb WJIM TO, UTO BBl CMOKeTe YBHJIeTh BO BpeMeHHbIX daiinax. B pesysnbrare, y
pebeHka He Oy/eT OIIYIIEHUs, YTO 32 HUM BeJIETCSA MOCTOSHHBIA KOHTDPOJIb, OJHAKO,
poauTenn OyAyT MO-TPEXXHEMY 3HATh, KaKUe CAWTHI MOcelaeT ux pebeHok. [letu B
JTAaHHOM BO3pacTe OOJIaJIAl0T CHUJIBHBIM YyBCTBOM CEMbU, OHHU JIOBEPUMBBI U HeE
COMHEBAKTCA B aBTopuTeTax. OHU JIIOOAT UTPATh B CETEBBIE UTPHI U IIYTENIECTBOBATH IO
UHTepHeTy, UCHOJIB3YyA 5JIEKTPOHHYIO IIOYTY, 3aXOAUTh HAa CAaNTBl W 4aThl, He
PEKOMeH/I0OBaHHbIe POAUTEAMH.

Cosetsl 1o 6e30macHOCTH B ceTu IHTepHeT 7714 JieTeil 7-8 et

1. Co3paiiTe CIMCOK JIOMAIITHUX IIPaBUJI IocelleHus: VIHTepHeTa IPpU yJacTHU JeTed U
TpebyiiTe ero BHITIOTHEHUS.



2. TpeOyiite or Bamrero pebeHka coOJioZleHUS BPEMEHHBIX HOPM HaXOXKIAEHHs 3a
koMmIpioTepoM. [Tokaxkute pebeHKy, yTo Bbl HabsomaeTe 32 HUM He MOTOMY uTO Bam
3TO XOUeTcs, a IOTOMY 4TO Bbl Gecriokoutech 0 ero 6€30IacHOCTU U BCETrja TOTOBBI EMY
IIOMOYb.

3. Komnbrotep ¢ noakiroueHneM K MIHTepHETY /I0JKeH HaXOAUTHCA B OOIell KOMHaTe
10/, IPUCMOTPOM POJIUTETIEM.

4. I/ICHOJIb3yI>,ITe CIiequaJIbHbIE€ J€TCKHE IIOMCKOBbIE€ MAIIIMHEI.

5. Ucnosb3yiiTe cpesicTBa 0JIOKUPOBAHUS HEXKeJIaTeJbHOTO KOHTEHTA KaK /I0NOJIHEHUe
K CTaHapTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. CosmaiiTe ceMeHHBIH SJIEKTPOHHBIA SIIHK, YTOOBI HE IMO3BOJIUTH JETSIM HMETH
cobCTBEHHBIE ajipeca.

7. BiokupyiiTe JOCTyn K caiTaM ¢ OecCIIaTHBIMHU ITOYTOBBIMHU SIIMIUKAMU C ITOMOIIIO
COOTBETCTBYIOIIETO IPOrPAaMMHOT0 0becIeueHusI.

8. Ilpuyuure pgereil coOBeTOBAaThCSA ¢ Bamu mepes oOmyOJMKOBaHHMEM KaKOUM-TUO0
“HOpMAIIMK CPEACTBAMU 3JIEKTPOHHOU IOUTHI, YATOB, PETHUCTPAIMOHHBIX (HOPM U
npodue.

9. Hayuure pmereili He 3arpyaTh (aiyibl, TpOrpaMMbl WJIH MY3BIKy 0e3 BaIlero
corJIacus.

10. He paspemaiiTe [AeTsAM HCIOJIb30BaTh CIy:KObI MIHOBEHHOro oOMeHa
COOOIIEeHUAMH.

11. B "GespIit" cIMCOK caliTOB, pa3pelleHHbIX JJIs IT0CEIeHNsI, BHOCUTE TOJIBKO CANTHI C
XOPOIleN pemyTamuen.

12. He 3a0bIBatiTe OecesioBaTh C JIeThbMU 00 UX JIpy3bsax B FIHTepHeTe, Kak ecyikd Obl pevb
1A O JIPY3bSIX B PEAIbHOM KU3HU.

13. He zenatiTe "Taby" U3 BOIPOCOB IIOJIOBOH JKU3HU, TaK KaK B VIHTEpHETE JIETH MOTYT
JIETKO HATKHYThCA Ha HOPHOTPaUI0 UJIU CAUTHI "7J1s1 B3DOCJIBIX .

14. Ilpuyuure Bamrero pebeHka cooOIIaTh BaM O JIIOOBIX Yrpo3ax HJIM TPEBOTAX,
cBA3aHHBIX ¢ VIHTEepHeTOM. OcTaBailTech CIOKOMHBIMU U HAaIIOMHUTE JIeTAM, YTO OHU B
0e30IIacCHOCTH, €CJIM CaMM paccKasajii BaM O CBOUX TpeBorax. I[loxBasmre ux u
ITIOCOBETYMUTE MOJOUTH ellle Pa3 B MOJA00HBIX CIyYasiX.

Bospacr gereli ot 9 10 12 JieT

B nanHOM BO3pacre ZieTH, Kak IIPABUJIO, y»Ke HACJBIIIAHBI O TOM, Kakasd WH(pOpManusa
cywmectByerT B VHTepHeTe. COBepIIEHHO HOPMA&IBHO, UTO OHU XOTAT 3TO YBUJIETH,
IIpOYeCcThb, yciablmaTh. IIpy 5TOM Hy»KHO NOMHUTB, YTO JOCTYHI K HeXKeJyaTeJIbHBIM
MarepuajaM MOXKHO JIETKO 3a0JIOKMPOBATh IPHU IOMOIINHN CPEACTB POAUTENHCKOTO
KOHTPOJIA.

CoBeThlI 110 0€30IMaCHOCTH JIJIA JIETEU OT 9 10 12 JIeT

1. Co3zaliTe CIMCOK JOMAIHUX IPaBUJI MocelleHusi IHTepHeT Mpu yJ4acTuu JeTed U
TpebyiTe ero BBITIOTHEHHU .



2. TpeOyiiTe ot Bamrero pebeHka co0II0/IEHUS HOPM HAX0XKAEHUS 32 KOMITBIOTEPOM.

3. HabGiromatiTe 3a pebeHKOM IpU paboTe 3a KOMITBIOTEPOM, MOKAXKUTE €My, UTO BbI
OEeCIIOKOUTECH O €T0 OE30IIACHOCTH M BCETIa TOTOBBI OKA3aTh €My IIOMOIITb.

4. KommbioTep ¢ nogkiatoueHneM B MHTepHET JOKeH HAaXOAUTHCA B OOIEH KOMHATe
10/, IPUCMOTPOM pPOJIUTETIEN.

5. cnosb3yiiTe cpezicTBa 0JIOKUPOBAHUS HEXKeJIaTeJbHOTO KOHTEHTA KaK /I0NOJIHEHUe
K CTaH/apTHOMY Po/IUTEThCKOMY KOHTPOJIIO.

6. He 3abpiBaiiTe NpUHUMATh HEMOCPEACTBEHHOE YYacTHe B IKU3HU pebeHkKa,
OecesioBaTh C eThbMU 00 UX APYy3bsix B IHTEpHeTE.

7. HacrtauBaiiTe, 4TOOBI IETH HUKOT/IA HE COTJIANIAIUCH HA JIMYHbBIE BCTPEUH C APY3bIMHU
1o MurepHery.

8. Tlo3BosisiiiTe NIETAM B3aXOJIUTh TOJBKO Ha CaWThl u3 "0eJioro" CIHMCKa, KOTOPBIH
co3ZlaliTe BMECTEe C HUMH.

9. Ilpuyuute perell HUKOT/Ia He BBIZIaBaTh JIMYHYI0O HHPOpPMALIUIO CpefcTBaMU
BJIEKTPOHHOU TIOYTHI, YATOB, CHCTEM MTHOBEHHOTO OOMEHa COOOIIEHUsAMH,
perucTpanuoHHbIX ¢GOpM, JUUYHBIX NpoduIel U NpPU PErucTparil Ha KOHKYPCHI B
HNHurepHere.

10. [IpuyunTe /ieTell He 3arpy»KaTh mporpamMMbl 0e3 Barero paszpemenus. O0bsACHUTE
UM, YTO OHHU MOTYT CJIy4alfHO B3arpy3uTh BHUPYChl WJIH JIpyroe HeKeJaTeJIbHOe
IporpaMMHOe obecIieueHue.

11. Cospatite Bamemy peGeHKY OTpaHUUYEHHYI0 YYETHYIO 3amuch JJIsi paboThl Ha
KOMIIBIOTEPE.

12. IIpuyuyure Bamrero pebeHka cooOmaTh BaM O JIFOOBIX yrpo3ax WJIM TPEBOTraXx,
cBA3aHHBIX ¢ VlHTepHeTOM. HamoMHUTE AETAM, YTO OHH B 6€30IAaCHOCTH, €CJIU CAMHU
paccKasaii BaM O CBOMX TPEBOTaX U OTIaCEHHUSX.

13. Pacckakure getsam o nopHorpaguu B IHTEpHETE.

14. HacrauBaiiTe Ha TOM, 4YTOOBI JETH MPEJOCTABJISIA BaM JIOCTYl K CBOeH
3JIEKTPOHHOU ITOYTE, YTOOBI BbI yOEIHJINCh, UYTO OHU He OOIIA0TCS C HE3HAKOMIIAMH.

15. OOBsAcCHUTE [IeTAM, 4YTO HeJIb3sd HCIOJIH30BATh CETh IS XYJIWUTAHCTBA,
pacrpocTpaHeHus CIUIETEH WX YTPO3.

Boaspacr aeretli ot 13 10 17 JieT

B 3TOM BO3pacre MOAPOCTKH aKTHUBHO UCIIOJIB3YIOT MOMUCKOBBIE MAIIMHBI, TIOJIB3YIOTCS
BJIEKTPOHHOU IOYTOH, CIy:k0aMu MTHOBEHHOTO OOMeHa COOOIIEHUAMU, CKAYUBAIOT
My3bIKy U GuiabMbl. MasibumkaM B 3TOM Bo3pacre OOJbIIE IO HPaBY CMETATh BCE
OTPaHHYEHUS], OHU KKAYT rPyOOro I0MOPA, a3aPTHHIX UTP, KAPTUHOK "7 B3POCIIBIX .
JIeBOUKHM TPENNOYUTAIOT OOIIaThcsl B Yarax, I[PH 35TOM OHU Topaszo Oosee
YYBCTBUTEBHBI K CEKCYaJIbHBIM JIOMOTaTeIbcTBaM B MIHTEpHETE.

3ayacTtyio B JAHHOM BO3pacTe POJAUTEJISIM y>Ke BECbMa CJIOKHO KOHTPOJIUPOBATH CBOUX
JleTel, Tak Kak 00 MlHTepHeTe OHU y»Ke 3HAIOT 3HAYUTEITHLHO OOJIbIIIE CBOUX POJIUTEIIEH.



Tem He MeHee, He OTIycKaWTe aeTed B '"cBoOomHoe IutaBaHwe" 1o IHTEpHeTY.
CrapaiiTech aKTUBHO y4acTBOBaTh B 001leHNU pebeHKa B IHTEpHeTe.

BaxxHo mo-mpexkHeMy CTpOro coOiofarh mnpaBwia HTepHET-0€30macHOCTH -
COTJIAIIIEHNE MEXKY POAUTENSIMA U JIeThbMHU. KpoMe TOro, HEOOXOAMMO KakK MOKHO
yarre IpocMaTPUBATh OTYETHI O JesTeIbHOCTU JleTeli B MIHTepHeTe. Ciemxyer oOpaTuTh
BHUMAaHUE Ha HeOOXOAUMOCTh COJIEPKAaHUSA POIAUTEIbCKUX mapoJsiell (1mapoJiei
aIMIHHUCTPATOPOB) B CTPOTOM CEKpeTe M O0paTuTh BHUMAHHUE HA CTPOTOCTh 3THX
MapoJien.

CoBeTbl 110 6€30ITaCHOCTH B 3TOM BO3pacTe OT 13 [0 17 JIeT

1. Co3paiiTe CHHUCOK [OMAIIHUX IMPAaBUJI TocelleHus VIHTepHeTa NpPHU yYaCTUU
MIOZPOCTKOB U TpeOyiTe 06e3ycIOBHOTO ero BhImoHeHHsA. OOroBopure ¢ pebeHKOM
CIIMCOK 3allpemieHHbIx caiiToB ("duepHbIl cnucok"), vackl paboTrsl B VIHTepHeTe,
PYKOBOJICTBO 110 O0ITIeHHI0 B IHTEpHETE (B TOM YHCJIE B YaTax).

2. KoMmpooTep ¢ MOAK/IIOUEHHEM K ceTH VHTepHeT MOJIKEH HAaXOAUTHhCA B OOIIEeH
KOMHAaTe.

3. He 3a6b1BaiiTe OecezoBath C JIeThbMH 00 UX APYy3bsix B VIHTEpHETe, O TOM, YeM OHHU
3aHATHI TAKUM 00pa3oM, OyZITO peub HUET O APY3bsIX B peasbHOU ku3HU. ClipanuBanTe
0 JIIOJAX, C KOTOPBIMH JIeTH OOINAIOTCS IOCPEACTBOM CIY>KO MIHOBEHHOTO OOMeHa
COOOIIEHUAMU, YTOOBI YOETUTHCS, YTO STH JIFOJN UM 3HAKOMBI.

4. HCHOHBSYﬁTe CpeacTBa 6)IOKI/IpOBaHI/IH HeXelaTeJIbHOTO KOHTEeHTa KaK JOIIOJIHEHHEe
K CTaHJapTHOMY POHI/ITEJII)CKOMY KOHTPOJIIO.

5. Heobxomumo B3HaTh, KaKMMH 4YaTaMH IOJIb3YIOTCA Bammu geru. Iloompsiite
HCIOJIb30BaHUE MOJIEPUPYEMBIX YaTOB M HacTawBalTe, YTOOBI JIeTH HE OOIAINCh B
IIPUBATHOM PEXKHME.

6. HacrauBaiiTe Ha TOM, YTOOBI JIETH HUKOTJA HE BCTPEUAIUCH JINIHO C JIPY3bAMHU U3
cetu IHTEepHeT.

7. llpuyuyuTe [jeTell He BbIaBaTh CBOIO JIMYHYI0 WHQPOPMAIUIO CpeJCTBAMU
SJIEKTPOHHOU IOYTBHI, YAaTOB, CHCTEM MI'HOBEHHOr0 OOMe€Ha COOOIIEeHUsIMH,
pervcTpanuoHHbIX (OpM, JIMYHBIX Npoduaell U MPU PerucTpanuyd Ha KOHKYPCHI B
HNHuTepHere.

8. IIpuyunTe nereil He 3arpyarh nporpaMmMbl 6e3 Bamrero paspemenns. O0bscHUTE
UM, YTO OHH MOTYT CJIyYaliHO B3arpy3uTh BHUPYCHl WU [IPyroe HeXKeJIaTeIbHOe
IIporpaMMHOe obecIieueHue.

9. Ilpuyuutre Bamero pebGeHka coo0maTh BaM O JIIOOBIX YIpo3ax WM TPEBOTaX,
cBA3aHHBIX ¢ VHTepHeTOM. HamoMHuTE /IeTAM, YTO OHU B G€30MMaCHOCTHU, €CJIH CAaMHU
pacckazajii BaM, O CBOMX YIrpo3ax WM TpeBorax. lloxBasimTe UX U TOCOBETYUTE
MIOJIOWTH eIlle Pa3 B MOA00HBIX CITydasiX.

10. Pacckaxure gersaMm o nopHorpaduu B MHTepHeTe. IlomMorure UM 3amuTUTBCA OT
ctama. Hayuure mnoapocTkoB He BbljaBarb B LVHTepHeTe CBOEro peajibHOroO
9JIEKTPOHHOI'O aj/ipeca, He OTBeYaTh Ha He)KeJaTesJbHble IIMCbMAa U HCII0JIb30BaTh
cIernajbHble IOYTOBbIE (DUIIBTPHI.

11. [IpuyunTe ceb6s 3HAKOMUTHCS C CAUTAMU, KOTOPbIE IOCENIAIOT HOIPOCTKHU.



12. HayuwuTe fieTell yBaXkaTh JIpyTUX B UHTEpHeTe. YOeUTEeCh, UTO OHU 3HAIOT O TOM, UTO
IIpaBUJIa XOPOIIIETO MTOBEIEHUS IENCTBYIOT Be3/ie - Ja’Ke B BUPTYyaJIbHOM MHPE.

13. OObsicHUTE OeTsM, YTO HU B KOEM CJIydyae HeJb3sA HCHOJab30BaTh CeThb s
XYJIMTQHCTBA, PACIIPOCTPAHEHM S CIUIETEH WUJIN YTPO3 JIPYTUM JIIO/ISM.

14. ObcyauTe ¢ MOJIPOCTKAMH MPOOJIEMBI CETEBBIX a3apTHBIX UTP M WX BO3MOXKHBIU
puck. HanmomHuTe, 4YTO JIeTH HEe MOTYT UTPATh B 3TU UTPHI COIJIACHO 3aKOHY.

[TocTosIHHO KOHTpOJUPYHTE HcIoJb3oBaHUe MHTepHeTa Bamum pebGenkom! Ato He
HapylleHHe ero JIMYHOTO IIPOCTPAHCTBA, a Mepa IIPeJOCTOPOXKHOCTU U IIPOSABJIEHHE
Barrreit poguTebCKOM OTBETCTBEHHOCTH U 3a00THI.
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